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INTRODUCTION 
 

Emergency Operations Plan 
 

 
OVERVIEW 
The Emergency Operations Plan (EOP) provides an organized process to initiate, manage, and recover 
from a variety of emergencies, both external and internal, which could confront Opportunity 
Enterprises, Inc. (OE) and the surrounding community. The Emergency Management Committee 
(EMC) participates in the development of this EOP. 
 
The EOP identifies the Agency’s capabilities and establishes response procedures for when the Agency 
cannot be supported by the local community in OE’s efforts to provide communications, resources and 
assets, security and safety, staff, utilities, or Client care for at least 72 hours.  
 
The EOP describes a comprehensive “all-hazards” command structure for coordinating the six critical 
areas: communications, resources and assets, safety and security, staffing, utilities, and clinical and 
support activities. The overall response procedures include single emergencies that can temporarily 
affect demand for services, along with multiple emergencies that can occur concurrently or sequentially 
that can adversely impact Client safety and the ability to provide care, treatment, and services for an 
extended length of time. OE has updated emergency plans to establish the necessary policies and 
procedures to achieve preparedness and respond to and recovery from an incident. The newly revised 
plans, policies, and procedures will be exercised and reviewed to determine and measure functional 
capability.   
 
OE’s EOP describes the recovery strategies and actions designed to help restore the systems that are 
critical to providing care, treatment, and services after an emergency. 
 
The EOP describes the processes for initiating and terminating OE’s response and recovery phases of 
an emergency, including under what circumstances these phases are activated.  
 
The EOP identifies the individual(s) who has the authority to activate the response and recovery phases 
of the emergency response. 
 
The EOP identifies alternative sites for care, treatment, and services that meet the needs of its Clients 
during emergencies. 
 
If OE experiences an actual emergency, it implements its response procedures related to care, 
treatment, and services for its Clients. 
 
Members of the Emergency Management Committee (EMC), comprised of OE’s Executive Team and 
Director of Nursing (DON) as applicable, shall review and revise the EOP on an annual basis.  
Documentation of this review shall be noted by the revision date in the footer on the front page of the 
EOP. Modifications made to the EOP are documented in the EMC minutes.  
 
 
 
 
 
 
RESPONSIBILITIES 
During an emergency, the Emergency Response System (ERS) will be in place. The staff have been 
trained in the ERS system. 
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The Emergency Management Committee (EMC) 
Vital to successful planning for any disaster is involving local agencies such as police, 
fire/emergency medical services, emergency management, and public health in committee 
deliberations helps clarify the roles and responsibilities of all staff, including back up and PRN, 
specific to the actual emergency incident. This familiarization will help promote much-needed 
priority setting, information sharing, and joint decision-making during a real incident. 
 
Emergency Response System (ERS) 
The Agency has implemented the Emergency Response System (ERS) to assist in improving 
emergency management planning, response, and recovery capabilities for unplanned and planned 
events.   
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Opportunity Enterprises, Inc. (OE) is an employer who operates continuously 24 hours a day.  Even on 
days when day service programs are cancelled or the Main and/or Lakeside campuses are declared closed 
due to inclement weather or other extraordinary situation, OE must provide adequate staffing in 
“Essential Services.” It is up to the department Directors to make sure such services are provided. 
 
Closure of services can result from either scheduled events or suspension of normal operations, as described 
below. Each situation may affect each department differently. The nature, severity and impact of each 
circumstance determine the Essential Services required to maintain vital operations. OE has established two 
categories of emergency and nonemergency closures to plan more easily for and enable efficient 
communication, staffing levels required (including specific skill sets needed) and pay administration during 
various situations. 
 
The Administrator in Charge is responsible for monitoring acceptable levels of risk for the organization and 
for determining the appropriate category and emergency response.  
Scheduled 
(non-emergency) 

Scheduled situations or events are typically planned, nonemergency, short-term and 
require certain staff members to perform Essential Services when all or most offices 
are closed. Examples include but are not limited to events or needs that: 

• occur on OE recognized holidays (New Year’s Day, Memorial Day, 
Independence Day, Labor Day, Thanksgiving Day, Friday after 
Thanksgiving Day, Christmas Eve and Christmas Day) 
 

Directors who are responsible for planning special events should anticipate staffing 
needs as far in advance as possible to designate some or all staff members as 
Essential Services staff for the specific event or time period 

 
 
Suspension  
Of Normal  
Operations 
(emergency) 

 
 
Suspensions of normal operations are unscheduled situations or emergencies when 
OE would have to suspend normal operations and/or modify work schedules. While 
events requiring the suspension of normal operations are typically not scheduled, 
appropriate responses may be anticipated and planned ahead of time. Essential 
Services required will be determined by each situation. 
  
These situations may impact the activities of the entire organization or portions of 
the organization, affect the ability of employees to travel, disrupt scheduled 
programs or events, close offices and have short-term or long-term impact. 
  
Essential Services are required to ensure the health and welfare of the clients served, 
keep the organization secure and safely operating, and/or protect and preserve OE 
property. 
  
Although unlikely or rare, employees must plan for serious or extreme emergencies 
that threaten the health or safety of the organization and/or the local region. There 
may be additional functions that require Essential Services staffing to maintain 
financial, technology and/or other infrastructure transactions. 
  
 
 
 
Most or all offices may be closed and residential services and day programs may 
not be cancelled, depending on the severity of the threat or impact. 
  
Examples include but are not limited to: 
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• bomb threats/terrorism 
• extended network interruptions 
• extended power interruptions 
• fire/explosion 
• natural gas leaks  
• flooded roads or buildings 
• hazardous material or other environmental hazard 
• inclement weather 
• interruption of vital supplies 
• public health threat 
• transportation/aviation Accident 
• Pamdemic 
• violence or civil unrest  

Employees providing Essential Services are required to report to work if so informed by their supervisors.  
Departments providing Essential Services will have a written plan for providing these services, including 
which employees and/or positions are needed, their steps to continually monitor staffing levels 
throughout the emergency and a system of notification to the EMC if staffing shortages are projected.  
Written plans are to be kept on file with the Director of each department.     
 
 
These are the Essential Services of OE: 
 

• Supported Living 
• Group Homes 
• Facilities 
• Information Technology 
• Human Resources 
• Nursing 
• Administration 

 
Some departments or personnel might be able to provide some Essential Services from an off-site 
location. Department Directors can make these determinations.   
 
Employees of non-Essential Service departments will be called on in order to maintain adequate staffing 
levels.  
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PROGRAM 

MANAGEMENT 
 
 
HAZARD VULNERABILITY ANALYSIS 
OE identifies the potential hazards, threats, and adverse events and assesses the impact on the care, 
treatment, and services sustained during an emergency. A Hazard Vulnerability Analysis (HVA) is 
used for the assessment for the organization. A list of priority concerns will be developed from the 
HVA and are evaluated annually. The HVA will include the ability to provide services, the likelihood 
of those events occurring, and the consequences of those events. The Agency’s HVA is reviewed 
annually by the EMC.   
 
The EMC will develop appropriate specific emergency response plans based on priorities 
established as part of the HVA. Each Emergency Response Plan/Policies will address the four 
phases of emergency management activities:  
 
MITIGATION - Activities designed to reduce the risk of and potential damage due to an 

emergency (i. e., the installation/utilization of safety equipment, training). 
 
PREPAREDNESS - Activities that will organize and mobilize essential resources (i. e., plan-

writing, employee education, preparation with outside agencies, acquiring 
and maintaining critical supplies). 

 
RESPONSE - Activities the agency undertakes to respond to disruptive events. The actions 

are designed with strategies and actions to be activated during the emergency 
(i. e., control, warnings, and evacuations). 

 
RECOVERY - Activities the agency undertakes to return the facility to complete 

business operations. Short-term actions assess damage and return 
essential services to minimum operating standards. The long-term focus 
is on returning all agency operations back to normal or an improved state 
of affairs. 

 
 

COMMUNITY INVOLVEMENT 
OE has established a relationship with the community. In conjunction with the community, priorities 
have been set among the potential emergencies identified in the hazard vulnerability analysis. The 
communication has been established on what the needs and vulnerabilities are for OE. It has identified 
the capabilities that the community can contribute to aid in meeting the needs of the facility. During a 
disaster, the agency’s role within the community is to care for the Clients who receive services from the 
agency. The agency and community are involved through:  
 

• Collaboration with Local Emergency Management Agency 
• United Way COAD 
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INITIATION 
ACTIVITIES 

 
DEFINITIONS 

1. Internal Emergency 
An Internal Emergency involves an incident within the agency that disrupts normal agency 
operations. Incidents include bomb threats, utility failures, hostage situations, epidemics, and 
Client elopements. 
 

2. External Emergency 
An External Emergency involves an incident beyond the immediate boundaries of the agency. 
Such an incident can include snowstorms, utility outages, and tornados.  

 
PLAN INITIATION 
To facilitate the orderly initiation of the response to an emergency, the following steps of the EOP will 
be initiated. 
 

1. Information received by OE concerning an external emergency facing the community or an 
internal emergency involving the function of the agency will be passed directly to the 
Administrator in Charge (AIC). 

 
2. When notified of a potential disaster, the AIC will:  

  
• Evaluate the issues such as location of incident (internal, external), the distance from OE, 

the scope of the incident (single individual, mass casualty, or malicious attack), and 
weather conditions (seasonal and current). 

• Discuss the operations pertaining to the conversion of the agency to disaster status. 
• Plan care of Staff/Clients during a disaster. 
• Will evaluate the information concerning this emergency and determine if initiation of the 

Emergency Operation Plan (EOP) is warranted.   
 
3. Once it has been determined to activate the EOP, the individual who takes the role of AIC will 

notify the EMC. The EMC will then implement the communication plan to staff, clients, and 
families.   

 
Incident Phases 

1. Phase I – When notified of an incident that occurred within the facility. 
• Situation that most likely can be managed with the staff already on duty.   
• Staff should remain on duty and review their department specific procedures to be 

prepared to respond to the next level if situation requires an upgrade.   
• The Agency Command Center (ACC) may be set up. 

 
2. Phase II – May require additional support from external authorities. 

• Situation may require additional staff to be called. 
• Staff should remain on duty and review their department specific procedures to be 

prepared to respond to the next level if situation requires an upgrade.  
• The ACC will be set up to coordinate the EOP.    
 

3. Phase III – Significant issues have occurred and the need for extensive support will be 
addressed.   

• The ACC will be set up to coordinate disaster operations.    
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• This major event will require mobilization of most aspects of the ERS in the EOP, 
including planning for staff relief over an extended period. 

 
4. The plan may be called All Clear for the disaster situation while the recovery efforts continue 

until the agency is back to normal operations.  
 
*Please note, the EMC will assess at each phase, if any current state approved flexibilities apply, how 
they will implemented, communicated and phased out when appropriate.   

 
AGENCY COMMAND CENTER 

1. The Agency Command Center (ACC) will be established upon notification of an event that 
could disrupt normal operations. The ACC is generally established in the Training Room at 
Main and/or at the Horton Room at LAKESIDE. If the Training Room is not available, the 
Board Room has been designated as the alternate site. The phone numbers for these rooms are 
provided in the Communications Section. At off-site locations the ACC will be established 
by the AIC present when the event occurs. 

 
2. The ACC will be activated by the AIC at 2801 Evans Ave. The most appropriate person 

present at the time the event occurs will establish command. This will vary according to the 
type of event and whether it is a pre-planned or unexpected event.     

 
3. The EMC report to the ACC.  

 
       4.  Deployment of Command Center Supplies 

Supplies and materials for use in the ACC shall be deployed upon the decision to implement 
the ACC.   
 

 
Supplies or materials 

EMC vests 
Job Action Sheets with 
clipboards 
EOP, ERS Forms, and 
Emergency Response Plans 
(policies and procedures) 
Note pads and pens 
Two-way radios 
Portable PC and printer 
Bottled water and non-
perishable refreshments  
Portable signs for temporary 
treatment areas  
Security Lockdown packet 
(signs to post at entrances during 
lockdown) and signs to 
advertise the Radio STAT 
frequency. 
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Administrator In Charge (AIC) 
AIC will organize and direct the ACC and give overall direction for agency operations and, if needed, 
authorize evacuation.  
The AIC manages the incident, which includes establishing the strategic objectives of the operation 
ordering and releasing resources. ERS will be assumed by the most appropriate and qualified person 
available at the scene when the event occurs. 
 
Agency administrative staff and other assigned personnel will support the AIC. 
 
Role of the AIC: 

a) Direct overall emergency operations for the agency 
b) Activate the ACC and initiate the appropriate emergency operating procedures 
c) Appoint ACC staff in the ERS configuration and supervise their activities 
d) Act upon information received from any source in a timely & effective fashion  
e) Internally and externally. 
f) Authorize the EMC to implement the communication plan. 
g) Notify Board of Directors (BOD).  

 
CHIEF HUMAN RESOURCE OFFICER (CHRO) 
Ensure adequate staffing to serve in essential services. 
Ensure staff have adequate training to serve in essential services.  
 
CHIEF DEVELOPMENT AND COMMUNICATIONS OFFICER (CDCO) 
Responsible for the coordination of all internal and external communication, including press release.  
 
CHIEF FINANCIAL OFFICER (CFO) 
Ensure the IT and Financial needs of the agency are being met.  
Communicate with lenders.  
 
CHIEF PROGRAM OFFICER (CPO) 
Ensure safety of all clients (including but not limited to; medications, food, shelter, etc.) while 
maintaining individuals’ rights and choices.  
Report status and plans to overseeing bodies.  
 
SENIOR DIRECTOR OF FACILITIES, SAFETY AND COMPLIANCE (SDFSC) 
Responsible for the coordination of all safety measures; assist to ensure the EOP is implemented and 
identify any hazards and unsafe conditions; ensure staff have adequate emergency supplies.  
 
EXECUTIVE ASSISTANT TO THE CEO 
Coordination of the EMC to the ACC; ensuring adequate planning supplies for the ACC; recording 
discussions and outcomes in relation to the situation/emergency at hand.  
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STAFF RESPONSE 

1. All Staff on duty will report to their departments and STAND-BY (i. e., being ready, willing, 
and able to perform assigned duties) for further instruction. 

 
2. Staff away from their department or duty station, who cannot report physically to the 

department, will communicate with the department and identify their current location and 
status of activity. 

 
3. Client care activities being conducted away from the department will continue until a point of 

completion is reached. 
 
4. The Client and staff will return to the appropriate area as soon as possible or receive 

instructions to secure the Client in an ancillary location if necessary.   
 
5. The Staff will notify their Director/Manager of the location of the Client and staff member. 
 
6. Staff will continue their designated Client care activities in preparation for response to the 

directions provided by the ACC.  
 
7. All staff requesting to go off duty must obtain the approval of a member of the EMC. Staff 

must not leave their workstations until relief has arrived or until dismissed by the Department 
Supervisor/Manager. 
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DEPARTMENTAL AND OFFSITE RESPONSE 
1. Each Department Director will assess the status of their Staff to maintain normal operation. 
 
2. Each Department Director, or designee, will identify available resources, such as beds, 

personnel, and equipment, which could be allocated to the emergency response. 
 
3. The Department Director will STAND-BY with information on status of department. 
 
4. The Department Director will provide information to the EMC when requested. 
 
5. When the departments receive the notification of the specific emergency, the Department 

Directors will initiate the appropriate departmental location response plan for the emergency. 
 
6. The Department Directors will report any problems or concerns to the EMC. 
 
7. No department should reduce its hours of operation without prior approval from the EMC. 

 
Site Location Alternate Care Site 

Potential 
Events Occurring at 

This Site 
Events at Main or 
Lakeside Buildings 

Appletree Group 
Home 

203 Appletree Ln  
Valparaiso, IN 46383 

Appletree  Group Home 
may be used as an alternate 
care site during evacuation 
due to power failure. 
Generator on site. 

For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify 
a member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Annabelle Group 
Home 

451 Sheffield Drive 
Valparaiso, IN 46383 

 For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify 
a member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Rebecca Group 
Home 

501 Albert Street 
Valparaiso, IN 46383 

 For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify 
a member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 
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Sheffield Group 
Home 

355 Sheffield Drive 
Valparaiso, IN 46383 

Sheffield Group Home may 
be used as an alternate care 
site during evacuation due to 
power failure. Generator on 
site.  

For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Fiesta Group Home 5949 Fiesta Avenue 
Portage, IN 46368 

 For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Airport Group 
Home 

3102 Airport Road 
Portage, IN 46368 

*Effective 10/15/22 
Airport Group Home may 
be used as an alternate care 
site during evacuation due to 
power failure. Generator on 
site. 

For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Lute Group Home 6381 Lute Road Portage, 
IN 46368 

Lute Group Home may be 
used as an alternate care site 
during evacuation due to 
power failure. Generator on 
site.  

For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Main Building 2801 Evans Ave. 
Valparaiso, IN 46383 

 For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 
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Vocational Training 
Center 

3101 Evans Ave. 
Valparaiso, IN 46383 

 For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Lakeside Building 32 Fish Lake Rd. 
Valparaiso, IN 46385 

Can be used as an alternate 
care site during evacuation 
due to power failure. 
Generator on site.  

For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Lakeside 
Apartments 

27 Fish Lake Rd. 
Valparaiso, IN 46385 

Can be used as an alternate 
care site during evacuation 
due to power failure. 
Generator on site. 

For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Supported Living 
Sites 

46383, 46385, 46307  For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

Respite (Lake 
County) 

1819 W. 64th Pl. 
Merrillville, IN 46410 

 For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 



14 
 

Issued:07/10/20            Supersedes: 10/02/1                     Revised:     09/20/22                          Reviewed: 09/20/22 

Respite (Porter 
County) 

478 High Meadows 
Circle 
Valparaiso, IN 46385 

 For most events occurring at 
this facility, you will shelter 
in place or evacuate and 
close. Every satellite facility 
should have flashlights and a 
plan for alternate food supply 
in the event that the site is 
isolated. Maintain safety of 
Clients and staff during any 
event at this location. Notify a 
member of the EMC to 
request support. 

When notified that there is an 
event at the Main or Lakeside 
locations, a member of the 
EMC will contact to assign a 
role if required. Staff may be 
diverted to the affected site or 
alternate care sites 

 
 
Ongoing Communication with Staff 
Staff will receive information and instructions from a member of the EMC at the following intervals: 

• The  onset of the event 
• As updates occur 
• Any time additional action is required 
• The conclusion of the event. 

 
 This information could be relayed via a meeting, a written form sent by email, or by a runner. 
Additional meetings will be setup to disseminate information throughout the emergency until the “All 
Clear.”  
 
Communication with additional sites will be via email, phone, fax, and text. The AIC will determine 
the appropriate decision regarding keeping each alternate site open or closed during the event.  
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EMERGENCY 
COMMUNICATION 

AND 
NOTIFICATIONS 

 
 
INTERNAL & STAFF NOTIFICATION LEVELS 
During an emergency, staff will be alerted via one of the following communication mechanisms; email, 
personal notification devices (radios, walkie-talkies, cell phone), overhead paging, radio, or television. 
Internal communications will be limited to disaster-related issues once emergency has been initiated, 
therefore, do not attempt to contact the EMC unless directed to do so.  
 
 

CODE ALERTS 

Event Audible Notification 

Fire Fire Alarm 

Fire All Clear “All Clear” 

Intruder Alert “Mr. Gray to [location of intruder]” 

All Clear “Code Gray all clear” 

Tornado Warning “Tor-na-do, please seek shelter” repeated 3 times  

All Clear “Tor-na-do All Clear” 

Physical Harm Emergency 
CPI trained personnel needed “Code Yellow to [location of event]” 

All Clear “Code Yellow All Clear” 

Nursing Emergency 
 “Will a nurse report to [location of event]” 

Bomb Threat Code Red 

All Clear Code Red All Clear  

Active Shooter Code Blue 

All Clear Code Blue All Clear  

Elopement Code Green on “client name” 

All Clear Code Green All Clear  
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List of External Contacts 
 

Agency or Contact  Phone Number 
Operations Support  

Pharmacy InTouch Pharmaceuticals 1.219.464.7055 
Auto Repairs Dave’s Auto 1.219.465.1971 
Commercial Banking Centier Bank 1.888.236.8437 
Commercial Insurance Gibson 1.574.245.3500 
Commercial Bus Fleet NIRPC 1.219.763.6060 
Medline PPE Supplier 1.219.308.2214 / 1.866.497.0655 

                                 ext. 6368293 
   
  

Utilities and Associated Supplies 
ALSO REFER TO ESSENTIAL UTILITIES GRID WHICH FOLLOWS THIS SECTION 

Utility Power (for 46383, 46410, 
46360) 

NIPSCO 1.800.4NIPSCO 
1.888.689.8669 

Generator Supplier/Service NWI Generators 1.219.313.4317 
Utility Power (For all 46385 & 46307 
Sites) 

KVREMC 1.800.552.2622 

Natural Gas  NIPSCO 1.800.4NIPSCO 
1.888.689.8669 

Portable medical gas tank supplier Alick’s Home Medical 
Equipment 

1.219.872.1000 

General Contractor Chester, Inc. 1.219.465.7555 
Fire Suppression Contractor Shambaugh 1.888.217.7055 
Electrical Contractor Ellis Electric 1.219.926.7400 
Plumbing Contractor Better Rooter 1.219.462.5868 
HVAC Contractor Bloomfield Mechanical 1.219.763.7470 
Telecommunications Contractor Midwest Telecom 1.219.531-9029 
Information technology service 
provider 

In-house/ Chester IT 1.219.464.9999 

Local suppliers of hardware and 
household materials 

Home Depot 1.219.531.6687 

Local suppliers of hardware and 
household materials 

Menards 1.219.462.8647 

Cellular Service Provider Verizon 1.800.837.4966 / 1.219.789.2799 
 

Clinical and Client Support 
Security Service EMA Cert Team 1.219.465.3490 

Emergency Services 9-1-1 9-1-1 
Towing Service Greens Valparaiso 1.219.464.1173 

 
 

Police (Non- emergency) 

Valparaiso 
Portage 

Merrillville 
Michigan City 

Winfield  

1.219.462.2135  
1.219.762.3122 
1.219.769.3722 
1.219.874.3221 
1.219.779.9326 

 
 
NOTIFICATION & COMMUNICATION WITH EXTERNAL AUTHORITIES 
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1. All appropriate external authorities will be notified to facilitate effective response, continuing 
operations, and recovery from an emergency that disrupts the normal Client care and/or business 
operations of the organization 

 
2. When an emergency plan is initiated, the appropriate external authorities and community resources 

will be notified 
 
3. External authorities include, but are not limited to:  
 

Office of Emergency Management (OEM)   911 or 1.219.465.3490 
Fire Department      911 
Law enforcement agencies     911 
EMS        911  
Centers for Disease Control     1.770.488.7100 
Poison Control   1.800.222.1222 
Red Cross of America     1.219.462.8534   
Post-Tribune      1.219.477.6010 
NWI Times       1.219.462.5151 
WLJE Radio      1.219.462.8125 
WYIN TV       1.219.756.5656   

 
3. The CDCO has the responsibility for media and public information as it pertains to an event that 

involves the agency and has established working relationships with local media, emergency 
management office, and public health prior to an event.    

 
COMMUNICATION WITH CLIENTS & FAMILY 
The AIC or designee will establish a Family Support Center/Family Information Center to coordinate 
the needs and information to family members of Clients, to coordinate the information of the location 
of Clients, anticipated return to original environment and to provide critical incident stress debriefing. 
 
Clients, their Families and other Interdisciplinary team members as appropriate, will receive 
information and instructions from a member of the EMC at the following intervals: 

• The  onset of the event 
• As updates occur 
• Any time additional action is required 
• The conclusion of the event. 

 
The Family Support Center/Family Information Center location will be determined by the AIC 
according to the type, magnitude, and size of the event. The Family Support Center/Family Information 
Center will serve as the location for relatives and friends of Clients/Staff.  
 
Information will be sent to clients’ families via phone (through auto-calling software). Families and 
outside residential providers will be asked to pick up their loved one to ensure their health and safety in 
a familiar environment.  In emergencies where clients are not able to be transported or are sheltering in 
place at an OE facility, an emergency call center will be established where families and providers can 
call in for information regarding the well-being of their loved ones. 
 
 
 
BACKUP COMMUNICATIONS 
OE will maintain a current listing of backup communication systems or devices. A listing of all 
communication of primary or secondary communication systems or devices should be listed below: 
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1. Email will only be available as the infrastructure is working. 
 

2. The overhead address or paging system is not tied into the telephone or fire system only.  
These systems should work independently in case of infrastructure damage.  
 

3. Inter-departmental radios may be used as backup communication.  Training must be 
achieved along with an instruction card attached for those that do not use the equipment 
often.  
 

4. Cellular telephones have the risk of running out of battery during a long-term emergency.  
Homes will be provided with USB power packs to extend the life of the phones.   
 

5. Runners if all other means of communication fail.  
 

 
 
 
EVACUATION ACTIVITIES   

1.   An evacuation of OE for a situation, which renders the facility/site no longer capable of  
  providing the necessary client care, will be directed by the AIC. The evacuation will be  

                 handled in cooperation with local Police or Fire and/or local EMA. 
 

2.   The local Police or Fire and/or the EMA will be notified as soon as the potential for  
  evacuation is considered and will be kept updated on an ongoing basis to begin the process  
  for identification of the availability of vehicles to relocate the clients.   
 

3.   Transporting clients, their medications, equipment, staff, and pertinent information to  
  alternate care sites when the environment cannot support care, treatment and services is  
  managed through by the EMC.  Please see Memorandum of Understandings for Non-OE  
  shelter sites.   
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ASSET MANAGEMENT 
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OBTAINING & REPLENISHING MEDICAL & NON-MEDICAL SUPPLIES 
The amounts, locations, processes for obtaining and replenishing of medical and non-medical 
pharmaceutical supplies, including personal protective equipment, will be determined at the onset 
of the event by the EMC. Medical supplies would include anything used in the care of Clients.  
Non-medical supplies would include food, linen, water, fuel, and transportation vehicles.  
 
OE will obtain and replenish medications and related supplies, non-medical supplies, and personal 
protective equipment by storing extra critical supplies off site at various OE properties. 
 
For those items that usage would exceed par levels as a result of a large scale incident or dates 
that would expire (e. g., additional antibiotics, vaccines, PPE), OE would collaborate with 
partnering businesses  to expedite receipt of items when needed.   
 
The amounts and locations of current supplies will need to be evaluated to determine how many 
hours the facility can sustain before replenishing. This will give the facility a par level on supplies 
and aid in the projection of sustainability before terminating services or evacuating if supplies are 
unable to get to the facility. The inventory of assets and resources is the starting point of par 
levels.  
 
The processes for obtaining and replenishing those supplies once the par level has decreased will 
need to be identified. This would include a list of the vendors and contractors that deliver and 
manufacture the supplies. Most facilities have just-in-time delivery of supplies. A stockpile 
within the company or corporation, stockpile with the local vendor, prepayment of supplies to be 
used in times of emergency, or regional purchase of supplies to be stockpiled in a warehouse are 
some ways of obtaining and replenishing supplies. The disadvantage of these methods is the idea 
that one vendor would have enough for all Agencies within the region to deliver, but the supplies 
are not checked often for expiration or not located in a controlled environment, or the local, 
county, or state resources would pull that stockpile before Agencies could access the supplies for 
field use. It is ideal to have other vendors outside of regional and state areas also available for 
delivery of supplies. A disadvantage to supplies offsite would be a natural disaster where delivery 
of supplies would not be possible.  
 
The importance of how many hours of sustainability on supplies is crucial to determine if services 
can still be rendered during a disaster. The planning of the sustainability of OE, without the 
support of the community within the first 72 hours, should be a coordinated effort of the EMC 
and the departments affected at the onset of the disaster. Where supplies and alternative means 
are required to sustain 72 hours, resources and assets, alternative sources, and the sustainability at 
that point must be identified. If near or around 72 hours cannot be sustained, policies and 
procedures must be in place on the response that the facility may conceivably evacuate or 
temporarily close. OE will identify resources and assets needed for sustainability. 
 
 
 
 
 
 
 
 
 
 
 
MANAGING STAFF SUPPORT IN EMERGENCY SITUATIONS 
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During activations of the EOP, various modifications and accommodations are made for staff to 
assist them in coming to the agency to provide needed services. The following accommodations 
are authorized: 

  
1. Where travel is difficult or impossible because of weather conditions, OE will 

work with groups with appropriate vehicles to assist staff in getting to and from 
the affected site. 
 

2. Where necessary because of conditions, OE accommodates staff that need to 
sleep, eat, and/or other services in order to be at the site to provide needed 
services. 

 
3. The Human Resource Department handles the needs of staff during the 

emergency. The CHRO is authorized to modify the normal use of agency space 
and/or to work with local hotels and motels to provide accommodations for staff. 
Meal service for staff is authorized where approved by the CHRO.  

 
4. OE will be prepared for incident stress debriefings. These areas will be staffed by 

community mental health services, clergy, and others trained in incident stress 
debriefing as available. As part of planning for mass casualty and similar incidents, 
staffing and alternatives will be identified and contacted to determine facilities and 
processes to be used. 

 
5. Communication to staff family members will also be arranged through the Human 

Resource Department in addition to utilizing auto calling software (Robotalker) and 
setting up a designated call-in number for more information. 

 
6. If staff are unable to physically work in a client’s home, the AIC may decide to allow 

clients to be supported in a staff’s home. 
 

 
MANAGING CLIENT SUPPORT IN CRITICAL STAFFING SHORTAGES  
 
In order to ensure the health and safety of the clients of Opportunity Enterprises (OE), all staff are 
expected to deliver the required level of care per an individual’s state assigned ALGO level, even in 
critical staffing shortages.  
 

1.        It will be the responsibility of staff to maintain the appropriate level of supervision at all       
       times.   
 

2.        It will be the responsibility of the Supported Living Scheduler/Supervised Group Living            
       Manager to ensure appropriate staffing is in place by way of OE’s scheduling system. 
 

3.       If the department experiences a shortage in staffing; the following tiered coverage  
      system will be implemented: 

 
a. All other homes/sites will be assessed to see if there are extra staff to be pulled to 

the open shift.   
b. In the event that no extra staff are available to  cover a shift, the Chief Human 

Resource Officer or Chief Program Officer will send an All User email notice to 
the Respite, Day Service DSP’s, QIDP’s and office staff requesting assistance in  
covering the open shift(s).   
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c. If not all shifts are covered, members of the Administration will be expected to 
cover the open shift.   

d. As a last resort, mandatory overtime will be implemented to fill the need.   
 
 
 
  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



 
 

EMERGENCY PREPAREDNESS AND EVACUATION PROCEDURES 
 
 

POLICY: To establish emergency procedures that detail appropriate actions to be taken 
for promoting safety in all types of emergencies. Being prepared and knowing 
what to do help the persons served and personnel to respond in all emergency 
situations, especially those requiring evacuation.  

  



 
PURPOSE: These emergency preparedness and evacuation procedures will assist staff in 

assessing the situation, taking appropriate planned actions, and laying the 
foundation for continuation of essential services.  These procedures can be 
used for natural disasters (tornado, flooding, snow, or other inclement 
weather), as well as other types of disasters/emergencies (fire, power failure, 
train derailment, airline crash, toll road accident, or active shooter)  

 
Client Evaluation 
 
 Each person served will have an annual Fire and Emergency Risk Assessment completed.  This 
will determine at-risk clients and help determine staff response in fire and emergency situations. 

 
Evacuation Routes 
 

 Evacuation route maps have been posted in each work area.  The following information is 
marked on evacuation maps: 

 
o Emergency exits 
o Primary and secondary evacuation routes 
o Locations of fire extinguishers 
o Fire alarm pull stations’ location 
o Assembly points 

 
 Site personnel should know at least two evacuation routes. 

 
 
Fire evacuation: 
 
When fire is discovered: 

 Activate the nearest fire alarm (if installed) 
 Notify the local Fire Department by calling 911 
 If the fire alarm is not available, notify the supervisory personnel about the fire emergency by 

voice or paging. 
 
Upon being notified about the fire emergency, occupants must: 

 Leave the building using the designated escape routes. 
 Assemble in the designated area (specify location) 
 Remain outside until the competent authority (Designated Official or designee) announces 

that it is safe to reenter. 
 
Fire Drill Procedures 
 

 Use a stopwatch or clock that has a second hand. 
 Pull alarm pull station (or announce drill) and start timer. 
 If clients are involved, teach evacuation skills as you observe drill.  Assist as needed. 



 As soon as everyone has exited and is at the designated assembly spot, stop timer and shut off 
alarm. 

 Record each client’s response to the drill as called for on the F-1 form. 
 Fill out appropriate fire drill reports and submit to appropriate supervisors for review. 

 
 
Relocation Drill Procedures 
 

 Corvilla QIDP will direct staff to execute an evacuation drill and designate the relocation facility.  
 Staff will load totes containing food supply and clothes, along with medications and binders 

with client medical information into group home vans  
 Staff will assist all clients into group home vans or designated transportation and do a 

headcount of all evacuating prior to leaving 
 When arriving at designated location staff will inform the Director of Operations of their 

location. The Compliance Officer will serve as a secondary contact. 
 The Director of Operations/Compliance Officer will record both clients and staff present. 
 Staff will complete Evacuation Drill worksheet 

 
Tornado: 
 

 When a warning is issued by sirens or other means, seek inside shelter.  
o Proceed to designated shelter areas.  If there are no designated shelter areas, consider 

the following: 
 Small interior rooms on the lowest floor and without windows, 
 Hallways on the lowest floor away from doors and windows, and 
 Rooms constructed with reinforced concrete, brick, or block with no windows. 

  
 Stay away from outside walls and windows. 
 Use arms to protect head and neck. 
 Remain sheltered until the tornado threat is announced to be over. 

 
POWER FAILURE SAFETY PROCEDURES 

 
 These emergency procedures for power failures should be carried out when power is out 

and conditions dictate (too hot, too cold, etc.) evacuation to assure the safety of the 
residents. 

 Three (3) emergency flashlights with fresh batteries will be in a strategic location in each 
group home in case of power failure. 

o The batteries in these emergency flashlights will be marked with the date of 
installation and changed every 6 months. 

o Home managers will inspect these flashlights monthly to ensure that they are 
working properly. 

 In the event of a power failure: 
o Locate and activate emergency lighting. 
o Place emergency lighting at strategic locations in the home to enable the residents’ 

safe passage. 



o Call the QIDP who will then call the power company and establish a timeline for 
repair. 

 If extreme cold or heat, or other conditions dictate, the home will be evacuated. The QIDP 
will call the Director of Operations(DO) who will coordinate the evacuation, and contact 
CEO. See Emergency Relocation Plan. 

 
 
DISASTER PROCEDURES 
 
In the event of a disaster or threat of disaster the following steps will be taken to ensure the safety and 
welfare of the residents and staff. 

 Staff will first ensure that residents are in or are put into a safe environment. 
 Staff will call 911 if there is a need and then call the QIDP who will notify the DO. 
 The home’s QIDP will be called who will ensure that the home is adequately staffed. Staff 

working at the time of the disaster must be prepared to work extra hours if necessary. Staff 
will remain with residents until they are relieved by another staff member. The QIDP will call 
in extra staff as needed. 

 Primary means of communication will be telephone land lines, cell phones, radio(WSBT). 
 The CEO and administrative team will organize a plan to ensure the safety of both residents and 

staff.  This evaluation will include determining if Corvilla facilities could be used by local 
emergency response agencies. 

 Items to be evaluated in considering safety will be access to food, water, medical and 
pharmaceutical needs.  Also evaluated will be the is there power to offer adequate 
temperature for clients and the food provisions.  Is the fire detection still available?  If not, Staff 
must start the Fire Watch procedure. 

 Consideration will be given to if waste and sewage disposal is available. 
 If it is determined that the group home is not a safe environment, the Emergency Relocation 

Plan will be put into effect. 
 Corvilla will evaluate its ability to collaborate with official Government response to individual 

disaster situations.  

 Staff will continue to use the online documentation service to maintain accurate 
communication and documentation of program and medical information.  If the online 
documentation service is unavailable, written documentation will begin and be 
communicated to QIDP by phone or in person.  

 Should the CEO not be available the Administrative and Operational Coverage Policy will be 
implemented. 

 All locations will have weather radios along with emergency radios powered by batteries or 
self-powered.  WSBT (960 AM and 96.1 FM) will be used for communication purposes.   

 
 
EMERGENCY RELOCATION PLAN 
 
 

 In case of an emergency; fire, tornado, flood, explosion, toxic spill, etc. Residents will be 
evacuated from the facility and other arrangements will be made until their home can be 
repaired and made a safe environment again. The CEO or a designee will coordinate the 
EMERGENCY RELOCATION PLAN. 



 Full or partial evacuation will require contacting the Indiana State Department of Health at the 
ISDH contact number is 317-460-7287. 

 Parents and guardians will be asked to offer short term help, if possible. 
 Hotels and motels will be utilized in the short term. 
 Corvilla’s main office can be utilized in an emergency.  There are enough portable cots for all 

clients.  Food supplies and clothing will also be stored for possible emergencies. 
 Clothing and food for three days will be stored in totes at the group homes.  This will help 

facilitate a quick evacuation if needed.  Homes will also have binders that will include face 
sheets, MARS, copies of birth certificates, social security cards, and insurance information.   

 Location of all on duty staff and clients will be reported to Corvilla's Director of Operations. 
 If any clients are missing, staff will follow the procedures in the Elopement and Missing Persons 

Policy 
 Area agencies will be contacted about the possibility of temporary placement while repairs are 

being made to the damaged facility. 
 Staff will continue to document using the online documentation services for programming and 

medication administration.  If the online documentation service is unavailable, written 
documentation will begin and be communicated to QIDP by phone or in person. 

 When relocating, all staff, contracted entities, client medical contacts and necessary volunteers 
will be contacted on a as needed basis by residential management staff.   

 Relocations will be reported as necessary to Federal/State/Local emergency preparedness staff, 
ISDH, BDDS, and APS. 

 Relocation drills will take place twice a year 
 
BOMB THREATS 
 

In the event of a bomb threat, the person receiving the threat should keep the caller on the 
phone.  They should have another staff member call 9-1-1 and evacuate the building if directed 
by emergency personnel. Remain calm.   At the end of the conversation, complete the Bomb 
Threat Report Form located in the Safety Manual and give it to the Bomb Squad as soon as 
possible. Responsible staff should account for all clients during the evacuation.   
 

 
ACTIVE SHOOTER 
 
      See attached Active Shooter Policy 
 
PANDEMIC 
 
      See attached Pandemic Policy 
 
 
 
Origination Date: May 2018 
Last Review/Revision: September 2021 
Approved: Board of Directors 
 
 



 
 









































































































































































































































PATHFINDER SERVICES, INC. 
POLICY/PROCEDURE  

 
Number:  503 
Sponsor:  Safety Committee 
Subject:  Disaster and Fire Evacuation Procedures 
Original Date:  January 21, 1987 
Revised/Reviewed Date:  January 14, 2020 
 

 

 
PROCEDURE - DISASTERS: 
 
If the National Weather Service issues a tornado warning for the immediate area (County), a member of 
the staff will immediately notify the Person in Charge (PIC).  The PIC will determine whether or not to 
issue an announcement of a tornado drill.  In the absence of the PIC, staff on duty will assume those 
duties.  The PIC is to monitor the weather information.  Upon notification from the Weather Information 
Service that the tornado has left the area and does not pose a continuing threat, the PIC will notify all 
personnel and operations will return to normal. 
 
All Pathfinder Services, Inc. locations will utilize the internet for weather updates.  
 
For Office Locations:  In the event the PIC determines it prudent to instruct the Receptionist to make an 
announcement of a tornado warning, an announcement should be made over the intercom system. 
               
Following the announcement of the above information by a member of the Office staff, he/she will 
remove the visitor and employee sign in/out sheet and the staff and client emergency information book 
to the severe weather shelter area. 
 
Safety committee members shall insure that a portable first aid kit is available.   
 
All Pathfinder Services, Inc. staff are to assist in the movement of all persons to their severe weather 
shelter area.  Staff should assure that flashlights are in working order. 
 
If and when a tornado has a noticeable effect upon the building, the PIC will notify all persons to place 
head on knees, and cover head with hands.  No one is to move from this position until the tornado has 
passed. 
 
Roll call will be taken by an assigned staff and this person will report all accounted for or anyone 
unaccounted for to the PIC.  In the event of injury to any individual, first aid trained staff are requested to 
administer first aid as necessary.  Emergency personnel will be notified if necessary.   
 
PROCEDURE - FIRE EVACUATION AND DRILLS: 
 
In the event a fire is discovered by anyone, the following are required procedures: 
 

• Remove anyone in immediate danger. 
• Close the door to the room or area in which fire is located. 
• Turn on the alarm:  Pull wall alarm closest to you; if time, call 911 number and report location of 

fire in building and best door for fire fighters to enter the building. 
• Assist in the evacuation of building per "Pathfinder Services, Inc. Evacuation Checklist" 

assignments, which are given to each staff. 



• All individuals are to report to the parking lot of Pathfinder Services, Inc. locations and stay clear 
for fire equipment to arrive. 

 
Pathfinder Services, Inc. staff is responsible for the removal of the visitor and agency sign/out logs and 
emergency information books.  Upon arrival at parking lot, roll call will be taken by assigned staff as per 
"Evacuation Checklist".  Assigned staff report all accounted for or anyone unaccounted for to the PIC.  
The names of persons found to be unaccounted for will be brought to the attention of the first arriving fire 
fighters. 
 
All individuals are to remain clear of the building until fire department representatives give authorization 
to enter.  Or in a drill, until PIC gives signal to re-enter. 
 
In the event a quick return into the building is not possible, all individuals will evacuate to assigned 
locations. Safety drills are done monthly as weather permits. 
 
PROCEDURE - BOMB THREAT: 
 
In the event of a bomb threat, a designated person will order the building to be evacuated using same 
procedure as for fire, with the following exceptions: 

• The police and fire departments will be contacted by phone as soon as possible. 
• Evacuated persons shall be removed to a distance of no less than 75 feet from the building 

pending the arrival of safety personnel.  
 
In the event of receiving a bomb threat telephone call, the staff receiving the phone call will write down 
the following information: 

• Is the caller male or female? 
• Does the voice sound young or old? 
• Is there any recognizable background noise? 
• Ask the caller where the bomb is located. 
• Ask the caller what time the bomb will go off. 
• The staff person receiving the telephone call will immediately notify the PIC and call 911. 

 
Re-entry into the building will come only after the all clear is given by the appropriate authorities.  Do not 
activate the Fire Alarm System as a bomb may be connected to the system. 

 
PROCEDURE – OUT OF CONTROL SITUATION: 
 

• Remove anyone in immediate danger. 
• The Receptionist will immediately notify the PIC and call 911 if necessary. 

 
For Office Locations:  In the event of an out of control situation the Receptionist will page “Sam Beeks” 
to the operator or the location of the out of control situation.  This is the code name letting staff know 
there is an out of control situation. The PIC will respond to the page and determine who needs to be 
involved in controlling the situation.  
 
 
 
MISSING PERSONS – CODE ONE 
 
If a person served is missing from a Pathfinder location, immediately call CODE ONE to the assigned 
location. The Code One team members will respond and take charge of the situation.  The team leader 



will hand out search assignments, assure all areas are promptly searched, communicate with other team 
members and determine when outside help will be requested.  (Also refer to the policy on Reporting and 
Locating Missing Persons in the Customer Related section of this manual.) 
 
PROCEDURE-POWER OUTAGE 
 

• All customers are to report to the assigned location. 
• Manufacturing employees need to report to their supervisor.  
• Use your evacuation list to make sure everyone is accounted for. 
• Take your flashlights and cell phones with you.  There may be no phone service if you need to 

make calls, so you will need the cell phone.   
• There is emergency water stored in the apartment in the closet at State Street. 
• Use hand sanitizer as needed. 
• Staff need to make sure that visitors report to the lobby.   
• Staff without client responsibilities are to go to where clients are located. 
• Time of day will help to determine if clients should be served offsite.   

 
PROCEDURE - COMMUNITY OR NATURAL DISASTER: 
 
Proceed according to the Civil Defense Emergency Operations Plan for each county. 
 
 
EMERGENCY CONTACT NUMBERS: 
       Home    Cell 
John Niederman – CEO/President   260-356-4666  260-359-3720 
Staci Wilkinson – Human Resource Manager  n/a    260-519-0861 
Diana Laux – Chief Financial Officer   n/a    260-224-9880 
Sandy Wing – Community Supports Director  260-356-1459  260-359-3721 
Tim Federspiel- Real Estate Manager   n/a    260-359-3732 



PATHFINDER 
POLICY  & & * pr o 

 
Owner: IT Services  
Subject: Acceptable Use  
Revision Date: April 20, 2023 
 
 

 

1. Purpose 

A strong Acceptable Use Policy serves as a basis of trust between Pathfinder and its stakeholders, enables Pathfinder to comply with applicable 

laws and regulations, and helps protect its earnings and capital by mitigating operational, compliance, and reputational risks associated with its 

critical information assets. 

 

2. Scope 

This policy applies to the use of information, electronic and computing devices, and network resources to conduct Pathfinder business or 

interact with internal networks and business. It always applies to all Pathfinder locations. Compliance with this Acceptable Use Policy is 

mandatory for all Pathfinder employees, consultants, vendors, contractors, and temporary staff. 

 

3. Acceptable Use 

Pathfinder facilities and technology resources are intended to support the business objectives of Pathfinder. Given that these resources provide 

access to sensitive data, corporate infrastructure, and partner networks, it is essential that all employees conduct themselves in an ethical and 

legal manner. Acceptable use means respecting the rights of fellow employees; safeguarding corporate property and assets; protecting 

relationships and agreements with corporate partners; abiding by all federal, state, and local laws governing the use of technology resources. If 

an employee violates this Acceptable Use Policy, disciplinary action may be initiated that includes the possible loss of access to technology 

resources. Serious infractions can lead to termination. 

 

• All internet/intranet/extranet-related systems constructed by or provided to Pathfinder’s workforce, including but not limited to cloud 

infrastructure provider resources, production and/or development computer equipment, software, operating systems, files, storage 

media, databases, spreadsheets, graphics, information systems, network accounts providing email, internet browsing, SFTP, etc. are the 

property of Pathfinder 

• Pathfinder’s computing resources are intended for business purposes in serving the interests of Pathfinder, and of our clients during 

normal operations. 
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• All technology related installations, upgrades, and removals, including hardware, software, and cloud services must be coordinated with 

and approved by IT Services. This includes all computing devices managed and administered by Pathfinder such as desktops, laptops, 

thin clients, and mobile devices. 

 

Effective security and use of Pathfinder’s resources require the participation and support of every member of Pathfinder’s workforce. It is the 

responsibility of every individual to know these requirements, and to conduct their activities accordingly. 

 

 

4. General Use and Ownership 

• All data, technology resources, and information assets, including but not limited to, client-lists or client-information, stored, transmitted, 

or accessed with Pathfinder’s resources are owned by Pathfinder or under the operational control and guardianship of Pathfinder and 

subject to examination by Pathfinder at any time. 

• All data, technology resources, and information assets are required to be accessed for only intended business purposes in serving the 

interests of Pathfinder, and of our clients during normal operations. 

• Computer resources and information assets should be afforded the same level of protection as any other important corporate asset. 

• Pathfinder’s computing resources are for business use with reasonable accommodation for personal use that does not violate this policy. 

• All Pathfinder data elements remain the property of Pathfinder, including following an individual’s departure from the corporation. 

Upon resignation or termination of employment, all technology resources, data, and information assets, including those which were 

developed by the departing employee, shall be turned over to the responsible manager and shall remain the property of Pathfinder. This 

includes storage of data on portable devices; regardless of who owns the device. 

• The organization’s computer systems and information assets are routinely audited and monitored for unauthorized activity and use. An 

expectation of privacy does not exist for employees, contractors and vendors when using Pathfinder’s computer systems or information 

assets. Use of any Pathfinder computer or system to access the Internet, send or receive electronic mail, process information, or store 

information and files is subject to review, monitoring, and recording.  

• For security and network maintenance purposes, authorized individuals within Pathfinder may monitor equipment, systems, and 

network traffic at any time. 
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5. Unacceptable Use 

The following activities are, in general, prohibited. Individuals may be exempted from these restrictions while performing their legitimate job 

responsibilities (e.g., IT Services staff may have a need to disable network access of a host if that host is disrupting production services). Under 

no circumstances is a member of Pathfinder workforce authorized to engage in any activity that is illegal under local, state, federal, or 

international law while using Pathfinder’s computing resources. 

The lists below are by no means exhaustive but attempt to provide a framework for activities which fall into the category of unacceptable use. 

 

 

System and Network Activities 

The following activities are prohibited: 

• The storage of confidential, private, or internal Pathfinder data, including but not limited to client-lists, client-information, or prospects 

on computing devices or cloud services that are not managed and administered by Pathfinder or a business partner with a signed and 

executed contract or agreement incorporating standard security provisions. This includes third-party Artificial Intelligence applications 

like ChatGPT, Bing Chat, Google Bard, etc.  

• Unauthorized access, alteration, modification, falsification, or destruction of a technology resource or information asset. In appropriate 

circumstances, or when required by law or regulation, Pathfinder may refer matters to law enforcement authorities. 

• Attempting to circumvent or subvert any security measure. 

• Loading, adding, or removing any software/hardware on a computer, which includes cloud services, without prior authorization from the 

IT Director. 

• Installing Pathfinder licensed software on a personal home computer. 

• Introduction of malicious programs into the Pathfinder computing environment (e.g., viruses, worms, Trojan horses, email bombs, etc.). 

• The creation or transmission of any offensive, obscene, or indecent images, data, or other material or any links (any defamatory 

information regarding race, color, religion, sex, sexual orientation, nation origin, disability, or age). 
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• Using a Pathfinder technology resource to actively engage in procuring or transmitting material that is in violation of sexual harassment 

or hostile workplace laws. 

• Port scanning or security scanning unless this activity is a part of the individual’s normal job duties. 

• Executing any form of network monitoring which will intercept data not intended for the individual unless prior approval is received 

from the IT Director. 

• Establishing remote or external connectivity between a third-party and Pathfinder technology without prior authorization from the IT 

Director. 

• Corrupting or destroying other users’ data. Violating the privacy of other users by attempting to gain unauthorized access to Pathfinder 

data. 

• Connecting non-Pathfinder computers, devices, or other computer software to a Pathfinder technology resource without prior 

authorization from the CSO and following the Pathfinder Bring Your Own Device (BYOD) Policy (section 9 of this policy). 

 

Email Usage 

All computer users can send and receive both internal and external electronic mail. The function of internal email is to facilitate the conduct 

of business within the company. The function of external email is to facilitate the conduct of Pathfinder related business with other 

organizations and individuals. 

Prohibited activities include, but are not limited to, the following: 

• Pathfinder email system may not be used for illegal activity of any kind. 

• Pathfinder email system may not be used for personal business of any kind. 

• Sending large amounts of unsolicited email messages, including the sending of “junk mail” or other advertising material directly to 

individuals who did not specifically request such material (email spam). Marketing shall coordinate all email advertising campaigns. 

• Conducting or soliciting for political, religious, or charitable causes or for other commercial ventures outside the scope of their 

employment and responsibility to Pathfinder. 

• Sharing chain letters and emails that contain threatening, obscene, defamatory, or abusive language and content. 
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• Sending nonpublic (NP), personally identifiable information (PII), or protected health information (PHI) over the public Internet without 

the use of encryption. 

• Requesting that a client or affiliate send an email containing NPI, PII, PHI over the public Internet without the use of encryption. 

• Automatic forwarding of an individual’s Pathfinder email to a non-Pathfinder email address (e.g., personal email). 

Email may be monitored to ensure the system is being used in compliance with Pathfinder policy and for purposes of maintaining the 

integrity and effective operation of Pathfinder’s email systems. All users should understand that no expectation of privacy exists regarding 

the use of Pathfinder email. 

Pathfinder reserves the right to inspect and disclose the contents of email at any time. 

Internet Usage 

Pathfinder provides access to the Internet to help employees do their jobs and be well informed. Access between Pathfinder processing 

environments and the Internet, as well as other networks that connect to the Internet, is permitted only through Pathfinder approved and 

administered communication paths.  

 

Only the Pathfinder provided browser may be used to access the Internet. The use of, or downloading of, other browsers is prohibited unless 

approved by the IT Director. Additionally, altering security and configuration settings on software provided to access the Internet is 

prohibited unless approved by the IT Director. 

 

6. Individual Responsibility  

Everyone is responsible for all activity associated with their User ID and password. Everyone should be familiar with Pathfinder policies on 

information security, email, and private information.  

 

 

7. Clean Desk Policy 

The following steps must be taken at all Pathfinder locations to properly secure private information when it is in a hard copy format, such as a 

document, computer printouts, or other print media: 
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• Private information is not left on employees’ desks or where they can be seen for extended periods when employees are not present, 

such as during breaks, at lunch, or after hours. 

• Printed private information is not left out in open areas, such as around copiers, printers, or fax machines. 

• Portable devices that access private information must never be left with the screen unlocked and unattended. 

• Printed material containing private information and portable devices not taken home at the end of the day should be stored in lockable 

file cabinets, desk drawers, or behind a locked office door with limited key distribution. Such locations must be locked when not in use 

and checked prior to leaving work at the end of the day. 

• Computer workstations must be locked when leaving workstations unattended. 

• Computer screens should be angled away from the view of unauthorized persons. If not possible, reasonable measures must be taken to 

protect private information from visitors in the area. 

 

8. Bring Your Own Device (BYOD) Policy 

All employees have the option to use personally owned devices for work-related purposes. To protect both the employee’s personal data and 

Pathfinder data, employees installing and using Pathfinder licensed mobile applications on their mobile device must install Pathfinder’s Mobile 

Device Management (MDM) software on the device. This software will protect the employee’s personal information and ensure it remains 

separated from company data. At no time will Pathfinder be able to access the employee’s personal data. Alternatively, employees may safely 

use their browser to access website applications published through Pathfinder’s secure web portal without need to enroll in the MDM. 

 

Employees wishing to use a personal computer or laptop to access Pathfinder network or data systems must do so through Pathfinder provided 

web portals or VPNs, have a current operating system (within two most recent revisions), and active, current antivirus software installed on the 

PC or laptop. 

 

If a personal device that was used to access any Pathfinder data, including web applications, is lost, or stolen, the employee must notify 

management immediately. The MDM will allow for company-related data to be wiped from a mobile device; any web applications will require a 

password change. Upon resignation or termination of employment, all company data on personal devices will be removed by IT Services. 
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9. Referenced Standards 

PCI DSS: 12.3 

GLBA: Safeguards Rule 

HIPAA: A-§164.310(d)(2)(iii) 
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ACCESS CONTROL POLICY/PROCEDURE   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 
 

1. Overview 

All workforce members have appropriate access to private information and unauthorized individuals are 
prevented from improperly gaining access. Control over who has access to information as well as the 
procedure for accessing that information is vital to the protection of Pathfinder and is regulated strictly 
and consistently to ensure information is secure. 
 

2. Provisioning 

Workforce members are given access to private information as required for the performance of their 

assigned job responsibilities. The access is provided on a "need to know" basis, which means that access 

is granted with the least privileges required to fulfill job responsibilities. All Pathfinder access must be 

provisioned through IT services, or a designated department level administrator approved by the IT 

Director. Users must never subscribe to or obtain their own third-party software. User accounts must be 

integrated with Pathfinder’s identity management solution with Single Sign-On (SSO) enforced 

whenever possible.  

 

Background checks on new employees must be complete prior to hire. Within two weeks of being 

provided access, new employees must have read and acknowledged Pathfinder’s Acceptable Use Policy.  

 

When a new employee is hired, the Human Resources department must submit a ticket to the help desk 

with the appropriate details. The help desk will create the user account verifying all permissions with the 

hiring manager within 48 hours.  

 

Third-party consultants must have a valid contract in place that meets the requirements of Pathfinder’s 

Contract Management Policy before accounts can be provisioned. The IT Director must submit or 

approve help desk tickets for all third-party account provisioning. Third-party accounts must be set to 

automatically expire upon the planned duration of services in any systems that support such controls. If 

a system does not support such controls, an alternative tracking and monitoring system must be 

established to assure third-party access does not exceed the duration of contracted services.  

 

3. Deprovisioning/Job Changes 

Access is terminated within 48 hours (or immediately for urgent terminations) when the individual's job 

responsibilities for Pathfinder are concluded, or appropriately modified when the workforce member 

changes jobs within the organization. All user IDs assigned to a person who has left the organization will 

be immediately disabled and staged for deletion from all computer systems unless the deletion causes 

loss of required data. The Human Resources department must call or submit a ticket to the help desk 

officially requesting the changes to the user account. In the event of job change, the help desk will verify 

all necessary permissions and access with the employee’s new manager prior to making the changes.  

 

4. Privileged Access 
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The following additional requirements exist for all user IDs granted privileged access. Privileged access 

includes platform-, system-, or administrative-level access that allows the use of system control 

programs or features, ability to configure functional parameters for a system or application, or other 

special purpose functionality beyond that of a standard user1.  

 

Privileged access is typically granted to system or database administrators (including third party and 

department level administrators), technical or computer support personnel, and security staff. 

• Access to privileged functions is based upon the user’s job function and responsibilities. 

• All users requiring privileged access must be approved by the user’s management and 

authorized by the CSO. Approvals are documented in the ticketing system. 

• Users who are granted privileged access are assigned an additional user ID to be used for the 

elevated duties, which is different from the user ID used for normal business purposes.  

• Users who have been granted privileged access must be revalidated at least annually by their 

management to ensure the privileged access is still required.  

• Users designated as a department level administrator must be listed as application champions 

on application inventory documentation. 

• Department level administrator accounts must be provisioned by IT Services only. 

• Department level administrator passwords must be made available to them in a shared 

password vault that IT Services controls. 

 

5. Leave of Absence or Suspension 

Employees who are suspended or on a leave of absence are required to have their User IDs disabled 

until they return to work. The Human Resources department must notify the help desk of the need to 

for account suspension, and all must be documented in the ticketing system. The HR department must 

also notify the help desk when the suspended accounts should be reinstated.  

 

6. User Access Reviews  

User access reviews are performed at least annually for systems or applications that store or access 

private information or are deemed critical to the continuance of business. User access reviews for all 

other systems or applications are performed at least every three years. Access reviews will be conducted 

by the IT Services department collaboratively with any department level administrators who are 

involved with assigning user accounts within their departments. 

 

7. Remote Access 

It is the manager’s responsibility to ensure that a valid business need exists for their direct reports’ 

remote access to the Pathfinder managed network. All remote access to Pathfinder’s managed 

 
1 Privileged access does not include group and team ownership in Microsoft 365 as it is a common feature available 
to standard users. 
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environment requires multi-factor authentication methods and the use of Pathfinder provided VPN or 

secure portal. Remote access technologies must automatically disconnect sessions managed by 

Pathfinder after 30 minutes of inactivity. 

 

8. Inactive Accounts 

IT services monitors user IDs for inactivity. Any user ID that has not been used for 90 days or longer will 

be disabled and/or removed. 

 

9. Separation of Duties 

To ensure risk of fraud is kept to an acceptable level, Pathfinder maintains a sound separation of duties 

around access and use of information. A matrix of roles defining separation of duties must be 

maintained by IT Services.  

 

At the highest level and to the degree possible business functions are separated from IT functions and 

duties are segregated according to Authorization, Custody & Control, Recording, and Verification. 

Functions such as system design and configuration, applications development and programming, quality 

assurance/testing, change management, configuration management, network administration and 

security, data administration and internal audit are separated within Pathfinder as well as within third-

party service providers by job description and line management.  

 

Instances where separation of duties is not possible will be tracked via the Security Exceptions Policy 

and additional controls or oversight are implemented. 

 

10. Referenced Standards 

PCI DSS: 7.1, 7.2, 7.3, 8.1, 8.3, 8.7, 12.3, 12.7 

HIPAA: R-§164.308(a)(3)(i), A-§164.308(a)(3)(ii)(A), A-§164.308(a)(3)(ii)(B), A-§164.308(a)(3)(ii)(C), R-

§164.308(a)(4)(i), A-§164.308(a)(4)(ii)(B), A-§164.308(a)(4)(ii)(C), R-§164.312(a)(1) 

GLBA: Safeguards Rule 
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CHANGE MANAGEMENT POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 

1. Purpose 

All changes affecting the operational environment and infrastructure owned by Pathfinder are managed 

in a rational and predictable manner.  

 

2. General Change Information  

A change, as it applies to this policy and when within the means of Pathfinder’s control, whether owned 

and hosted or not, is defined as any implementation of new functionality, enhancements, new 

technology products, scheduled upgrades, adjustments, corrections, or routine system maintenance to 

any production component or application of Pathfinder-owned operational information systems. 

Routine and scheduled patches are excluded from this policy, these are covered within the Network 

Security Policy. 

 

All change requests are logged within the Pathfinder approved change management system. A 

documented audit trail must always be maintained and include change request documentation, 

approvals, testing, and outcome of the change. No single person can effect changes to production 

information systems without the approval of other authorized personnel. 

 

3. Assess and Prioritize 

Upon receipt of the change request, IT services performs a risk and impact assessment to identify the 

people and other systems potentially affected, estimate the cost and risk of implementation, and 

consider compliance with legislative requirements and standards. Using the results of the assessment, IT 

services confirms or denies the change and assigns a priority level and time frame to the change. If the 

change request was rejected, IT services will close the change request and notify the requestor, 

documenting the reason the change was not approved. 

 

Changes deemed as large-scale change (deployment of a new software system for example) require a 

properly scoped out proposal on the approved Change Proposal form. These will then be documented in 

the change management system and treated as a project with a detailed plan.  

 

4. Testing 

All testing is performed in an isolated, controlled, and representative environment (where such an 

environment is feasible) before a change is promoted to production. The team making the changes 

performs tests to minimize the effect on the relevant business process, assess its impact on operations 

and security, and verify that only intended and approved changes were made.  

 

As needed, user acceptance testing is performed by end users of the revised system to confirm that the 

change has been made properly and the system has not been changed in any other way. The 

performance of testing is documented in the change management system. 



 
POLICY 

 
  

Owner: IT Services   
Subject: Change Management 
Revision Date: April 14, 2023 
 
 

CHANGE MANAGEMENT POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  2 

5. Approval Requirements 

All changes require IT Director approval before they are promoted to production. Approval of changes is 

based on formal acceptance criteria, such as confirming that the change request was made by an 

authorized user, an impact assessment was performed, the proposed changes were tested, and proper 

separation of duties was followed (or additional oversight where separation of duties is not possible). 

Large scale changes that impact or replace an entire IT system must be approved by the CSO and 

Executive over the department requesting the change on the approved Change Proposal form. 

 

6. Fall back 

Procedures for aborting and recovering from unsuccessful changes are documented for each change. 

Should the outcome of a change be different from the expected result, procedures and responsibilities 

shall be noted for the recovery and continuity of the affected areas. Fall back procedures will be in place 

to ensure systems can revert to what they were prior to implementation of changes. 

 

7. Types of Changes 

a. Emergency Changes 

An Emergency Change is a change that requires a fix in response to a critical situation that 

necessitates an immediate resolution. The following rules apply to Emergency Changes: 

• Because of the nature of an Emergency Change situation, the fix may be installed before 

the approvals are acquired. 

• The implementor of the change must ensure that a ticket/task card is created on the 

change board prior to implementation to ensure a record is initiated to support the 

change being made.  

• Following implementation of an Emergency Change, the change will follow the normal 

approval execution path and must begin no later than the next business day.  

• Approvals and other workflow tasks should be completed within three business days of 

implementation. 

 

b. Standard Changes 

A Standard Change is a change that follows an established path and is the accepted solution 

to a specific requirement or set of requirements. This standard applies to changes that have 

been pre-authorized to be processed as a Standard Change. The following rules apply to 

Standard Changes: 

• Tasks are well known, repeatable, and proven. 

• The change has no impact to users. 

• Authority is effectively given in advance and the change is considered pre-authorized. 

• Standard Changes do not require the rigors of the change management cycle. 
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c. Normal Changes 

A Normal Change is a change that is scheduled or planned and must follow the appropriate 

scoping, review, and approval process. It requires no special handling. Normal Changes must 

be reviewed and approved prior to the implementation start time. 

 

8. Referenced Standards 

PCI DSS: 1.1, 6.3, 6.4, 6.7 

HIPAA: R- §164.308(a) (8) 

GLBA: Safeguards Rule 
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1. Policy Overview 

Pathfinder has established a contingency plan to respond to emergencies or other occurrences that 

might damage information systems containing private information, recover those systems, and mitigate 

the effects to operations following a disruption in the event of an emergency or other occurrence, such 

as fire, vandalism, system failure, or natural disaster.  

 

2. Data Backup 

Pathfinder IT Services staff routinely backup the systems which store, process, transmit, or receive 

private or critical information. Nightly replications are performed and retained at a secure offsite 

datacenter where they are kept in ready operational state in case of disaster situation. 

 

The IT Director will test and evaluate the backup procedures at least annually and document the results 

of the testing to determine the overall effectiveness. Data backup procedures will be revised as 

appropriate based on the results of testing and as needed in response to environmental or operational 

changes. 

 

3. Disaster Recovery 

Disaster recovery procedures are in place for restoring lost data and resuming performance of services 

following a disaster. The plan identifies the functions, operations, and resources necessary to restore 

and resume operations and assign responsibilities to designated personnel during periods of 

interruption. IT Services is responsible for implementing annual testing and evaluation of the plan and 

documenting the results to determine its overall effectiveness. Testing must include IT Services staff and 

key users with knowledge to evaluate the validity of recovered systems. The IT Director will revise the 

plan as appropriate based on the testing and evaluation and as needed in response to environmental or 

operational changes. 

 

4. Business Continuity Planning 

Through the efforts of the CSO, IT services, management, and third-party service providers, a Business 

Continuity Planning process for information systems and data is maintained. The process includes, but it 

not limited to, Board and senior management oversight, process, business impact analysis (BIA), risk 

management, Disaster Recovery, pandemic planning, training, continuous monitoring, and annual 

testing. 

 

Pathfinder will identify reasonably foreseeable emergencies that could impact the information systems 

and the procedure to follow during and immediately following an emergency to maintain security 

processes and controls of private information while ensuring access to the data. 

 

5. Critical Application and Data Analysis 
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Through the BIA process, Pathfinder analyzes and documents the criticality of its private data and 

information systems. The criticality analysis serves as the basis for prioritization of data and information 

systems in the event of a disaster or other emergency which causes the information systems to become 

unavailable. 

 

6. Referenced Standards 

PCI DSS: 9.5 

HIPAA: R-§164.308(a)(7)(i), R-§164.308(a)(7)(ii)(A), R-§164.308(a)(7)(ii)(B), R-§164.308(a)(7)(ii)(C), A-

§164.308(a)(7)(ii)(D), A-§164.308(a)(7)(ii)(A), A-§164.310(a)(2)(i), A-§164.310(d)(2)(iv), R-

§164.312(a)(2)(ii) 

GLBA: Safeguards Rule 
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1. Policy Overview 

All Pathfinder information assets are classified according to their level of confidentiality. The specific 

classification level that is assigned to an information asset is based on the potential impact to the 

organization in terms of exposure, unwanted publicity, or loss in the event the information is lost, 

stolen, released without authorization, or disclosed without permission. 

 

2. Default Classification 

Information assets that do not possess a classification marking or identifier are classified as “private” by 

default and should be treated as such. A collection of information (e.g., data warehouse, repository, 

table, file, etc.) will carry the highest classification of any of its data. 

 

3. Information Classification Matrix 

The following table provides definitions and classification levels for various types of information assets. 

Classification 
Label 

Definition Examples Security Requirements 

Public Information or data of a 
public nature that is 
considered non-sensitive.  
 
If released or disclosed would 
have no negative impact. 

Advertisements 
 
Marketing Material 
 
Public Web Pages 

No restrictions. 
 
No specific security protection 
measures are necessary. 
 
No secure storage methods required. 

Private All non-public information or 
data that is considered 
sensitive.  
 
If released or disclosed would 
impact the organization, 
customers, and/or business 
operations. 

Customer and 
Client Data 
 
NPI/PII/PHIi 
 
Internal 
Communications 
 
Employee 
Information 

Access is restricted to those who 
require the access to perform their 
individual job responsibilities. 
 
Information should be protected from 
accidental disclosure and requires 
secure disposal. 
 
Electronic transmissions of the data 
outside of the Pathfinder network 
must be encrypted. 

 

 
i Non-Public Information (NPI) 

Nonpublic personal information: “Nonpublic personal information” generally is any information 

that is not publicly available and that: 
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• a consumer provides to a financial institution to obtain a financial product or service from 

the institution; 

• results from a transaction between the consumer and the institution involving a financial 

product or service; or 

• a financial institution otherwise obtains about a consumer in connection with providing a 

financial product or service.  

 

Personally Identifiable Information (PII).  

Any instance of an individual’s first name (or first initial) plus the last name and any one or more of the 

following: Social Security number  

• Driver license or state-issued ID number  

• Military ID number  

• Passport number  

• Credit card (or debit card) number, CVV2, and expiration date  

• Financial account numbers (with or without access codes or passwords)  

• Customer account numbers  

• Unlisted telephone numbers  

• Date or place of birth  

• Mother’s maiden name  

• PINs or passwords  

• Password challenge question responses  

• Account balances or histories  

• Wage & salary information  

• Tax filing status  

• Biometric data that can be used to identify an individual, including finger or voice prints  

• Digital or physical copies of handwritten signature  

• Personal E-mail addresses  

• Medical record numbers  

• Vehicle identifiers and serial numbers, including license plate numbers  

• Medical histories  

• National or ethnic origin  

• Religious affiliation(s)  

• Physical characteristics (height, weight, hair color, eye color, etc.)  

• Insurance policy numbers  

• Credit or payment history data  

• Full face photographic images and any comparable images  
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• Certificate/license numbers  

• Internet Protocol (IP) address numbers  

 
In general, personally identifiable information does not include information that is lawfully obtained 

from publicly available records, or from federal, state or local government records lawfully made 

available to the general public. 

Protected Health Information (PHI) 

Under HIPAA PHI is considered to be any identifiable health information that is used, maintained, 

stored, or transmitted by a HIPAA-covered entity – a healthcare provider, health plan or health insurer, 

or a healthcare clearinghouse – or a business associate of a HIPAA-covered entity, in relation to the 

provision of healthcare or payment for healthcare services. This data combined with the following 

identifiers is considered PHI.  

Individually Identifiable Health Information:  

1. Names 

2. Zip Codes 

3. All elements of dates (except year) for dates directly related to a client, employee, or family 

member, including birth date, admission date, discharge date, date of death; and all ages over 

89 and all elements of dates (including year) indicative of such age, except that such ages and 

elements may be aggregated into a single category of age 90 or older 

4. Telephone numbers 

5. Fax numbers 

6. Electronic mail address 

7. Social security numbers 

8. Medical record numbers 

9. Health plan beneficiary numbers 

10. Account numbers 

11. Certificates/license numbers 

12. Vehicle identifiers and serial numbers, including license plate numbers 

13. Device identifiers and serial numbers 

14. Web universal resource locators (URL’s) 

15. Internet Protocol (IP) address numbers 

16. Biometric identifiers, including finger and voice prints 

17. Full face photograph images and any comparable images 

18. Any other unique identifying number, characteristic, or code 
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PHI excludes individually identifiable health information in:  

a. Education records covered by the Family Educational Right and Privacy Act, as amended, 

20 U.S.C. 1232g 

b. Records described at 20 U.S.C. 1232g(a)(4)(B)(iv) 

c. Employment Records held by a Covered Entity in its role as an Employer  

d. Records of a person who has been deceased for more than 50 years 

 

4. Referenced Standards 

PCI DSS: 9.6 

HIPAA: R-§164.514(d)(1), R-§164.514(d)(2) 

GLBA: Safeguards Rule 
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1. Policy Overview 

This policy ensures that Pathfinder adequately protects and maintains necessary data records and 

documents. This policy also ensures that records that are no longer needed by Pathfinder are discarded 

or destroyed at the appropriate time in the correct manner. 

 

2. Data Retention 

Only the minimum amount of private data, such as protected health information, cardholder data, and 
non-public customer and employee information is obtained, and its storage is limited to that which is 
required for legal, regulatory, and/or business requirements.  
 
Pathfinder policies and procedures will be maintained for at least 6 years, which also includes 
maintaining revisions to the documents. 
 

3. Data Destruction 

When media containing private data is no longer required for business or legal reasons, it must be 
disposed of in a secure manner. Prior to destruction of electronic media, the IT Director will ensure, if 
appropriate, that a retrievable, exact copy of the required private information is retained. 

• Hardcopy materials are cross-cut, shredded, incinerated, or pulped. 

• Storage of materials to be destroyed must be retained in a secure area until destroyed. 

• Private data is removed from all hardware and electronic media prior to disposal, using 

procedures that ensure that the data is not recoverable.  

• Computing devices and electronic storage media must have the hard drives and any recording or 

memory units physically removed and destroyed or irreversibly wiped of all data.  

• Removable storage media must be physically destroyed by shredding or pulverizing. 

 

If any of the disposal activities are performed by a third-party service, a certificate of destruction is 
obtained to evidence the secure disposal. The certificate should include an itemized list to describe what 
was destroyed, and the process used for destruction. The itemized list should be cross-referenced to the 
internal listing of items sent for destruction to confirm that all items were destroyed. 
 
4. Media Reuse 
If electronic media devices that contain private information will be made available to third-parties or 
different users within the company for reuse, all private information must be irreversibly erased by IT 
services. Prior to removal, the IT Director will ensure that a retrievable, exact copy of any required 
private information is retained. If determined that the private information cannot be securely erased, 
the device must be securely destroyed in a way that it cannot be reconstructed, and, therefore, 
unavailable for reuse. 
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5. Removable Storage Media 
Removable digital media containing private information must be encrypted. Any sharing or moving of 

unencrypted removable hardcopy media containing this type of data must be trackable, such as via a 

secure courier. Written manager approval is required prior to physically moving the media. 

 

6. Documents Relevant to Actual or Potential Litigation and Governmental Investigations and 

Proceedings 

If Pathfinder is confronted with or contemplates potential or actual litigation, or a potential or actual 

governmental investigation or proceeding, it has a duty to preserve records -- including electronic data, 

e-mails, and other documents that may be relevant to the potential or actual litigation or governmental 

investigation or proceeding.  Consequently, upon the direction of a member of Pathfinder management 

that certain records may be relevant to actual or potential litigation, or a potential or actual 

governmental investigation or proceeding, employees have an obligation to preserve such records until 

management informs employees that the records are no longer needed. Such obligation includes 

turning off any automatic delete functions related to e-mail, voicemail, text messages, and instant 

messages.  

 

Additionally, no employee may discard records based on a concern by the employee or others that the 

records could be harmful in potential or actual litigation or a potential or actual governmental 

investigation or proceeding. Accordingly, the retention period for the records potentially relevant to 

potential or actual litigation or governmental investigations or proceedings supersedes any established 

retention period identified in the Schedule of General Retention Periods in the Document Retention 

Policy. Failure of employees to abide by these policies can carry severe civil and criminal penalties, as 

well as disciplinary action up to and including termination of employment.  

 

7. Archiving 

Data should not remain in production forever. Whether stored on-premises or in the cloud, data should 

be archived to mitigate any negative performance issues that could arise from a perpetually growing 

data set. IT services will ensure that data archiving be automated via policies and rules in databases or 

file directories whenever possible. When not possible, a manual archive will occur. 

  

Archive rules:  

• Migrate data older than 2 years to archive, unless a longer period is required by the user or 

business function for production. 

• Destroy archived data according to the Schedule of Retention Periods in Pathfinder Services 

Document Retention Policy . 

• Archived data must be encrypted and backed up per backup protocols in Contingency Planning 

Policy.  

 

https://pathfinderservices.sharepoint.com/:b:/g/EfTS5FKnmX9JvsD3D5ay3c8BjpS9o4BDab-hAlUXjFvGDw?e=97rA48
https://pathfinderservices.sharepoint.com/:b:/g/EfTS5FKnmX9JvsD3D5ay3c8BjpS9o4BDab-hAlUXjFvGDw?e=97rA48
https://pathfinderservices.sharepoint.com/:b:/g/EfTS5FKnmX9JvsD3D5ay3c8BjpS9o4BDab-hAlUXjFvGDw?e=97rA48
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8. Referenced Standards 

PCI DSS: 3.1, 3.2, 4.2, 9.5, 9.6, 9.7, 9.8 

HIPAA: R-§164.514(d)(4), R-§164.310(d)(1), R-§164.310(d)(2)(i), R-§164.310(d)(2)(ii), A-

§164.310(d)(2)(iii), R-§164.316(b)(2)(i) 

GLBA: Safeguards Rule 
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Purpose 

The purpose of this policy is to define Pathfinder’s use of electronic and digital signatures in compliance 

with the Indiana Uniform Electronic Transactions Act (IC 26-2-8) and the U.S. Electronic Signatures in 

Global and National Commerce (ESIGN) Act. 

Scope 

This policy applies to all employees, contractors, and third parties who use electronic or digital 

signatures within our organization. 

Policy Statements 

Pathfinder employees are authorized to use and collect electronic and digital signatures for company 

business. Electronic and digital signatures are as legal as a traditional ink signature and documents 

signed electronically are legally enforceable.  

Pathfinder requires electronic documentation and signing of most internally created work records using 

secure protocols that meet the requirements of a digital signature.  

To conduct business electronically with external parties, the other party must agree and clearly want to 

sign documents electronically. Consent can be implied with their actions of signing the document 

without objection. Should that party desire not to, they must be given an alternative. Pathfinder and the 

other parties must each get a copy of electronically signed documents. 

Document-Specific Requirements 

Most legal documents can be signed with an electronic signature, including contracts, agreements, 

forms, and even wills. However, some legal documents that get officially registered in the county 

recorder’s office like deeds, mortgages, powers of attorney, affidavits require a notarized traditional ink 

signature in Indiana and other states.  

Certain types of documents may require a higher level of security and verification, such as a digital 

signature. These might include documents related to healthcare, government, finance, and legal 

matters. The specific requirements can vary depending on the type of document and the context. 

Electronic records created and signed within secure information systems in compliance with 

Pathfinder’s Access Control and Authentication policies typically meet the requirements for digital 

signature.  

https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://wesignature.com/blog/electronic-signature-laws/
https://wesignature.com/blog/electronic-signature-laws/
https://wesignature.com/blog/electronic-signature-laws/
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Pathfinder officials must consult legal counsel when uncertain about the signature requirements for 

records.  

Definitions 

• Electronic Signatures: An electronic signature means an electronic sound, symbol, or process 

attached to or logically associated with an electronic record and executed or adopted by a 

person with the intent to sign the electronic record. 

• Digital Signatures: A digital signature is an advanced form of electronic signature that provides 

additional security and verification of the signer’s identity through cryptographic techniques.  

• Electronic Records: An electronic record means a record created, generated, sent, 

communicated, received, or stored by electronic means. 

• Automated Transactions: An automated transaction means a transaction conducted or 

performed, in whole or in part, by electronic means or electronic records in which the acts or 

records of one or both parties are not reviewed by an individual in the ordinary course in 

forming a contract. 

REFERENCES 

• Indiana Uniform Electronic Transactions Act (IC 26-2-8) 

• U.S. Electronic Signatures in Global and National Commerce (ESIGN) Act 

 

https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
https://www.lawserver.com/law/state/indiana/in-code/indiana_code_26-2-8-106
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1. Policy Overview 

Pathfinder guards against unauthorized access to private information being stored, transmitted, or 
received electronically.  
 

2. Encryption Technology 
All private information transmitted to a network outside Pathfinder must utilize an encryption 
mechanism of appropriate strength between the sending and receiving entities or the file, document, or 
folder containing the private information must be encrypted before transmission. 
 
Technology and processes are implemented to ensure that all networks and information systems 
housing, transmitting, receiving or through which private information is accessed are appropriately 
secured. 
 
3. Key Management 

Encryption keys are generated only by cryptographic algorithms approved by Pathfinder Keys are 

protected to ensure that only authorized users and applications can access the keys and are not stored 

on the same media as that data. Unique keys (or asymmetric key pairs) are not reused and access to the 

keys is restricted to the fewest number of custodians necessary. 

 

4. Referenced Standards 

PCI: 3.5, 3.6, 4.1, 4.3, 6.5 

HIPAA: A- §164.312(a)(2)(iv), R- §164.312(e)(1), A- §164.312(e)(2)(ii) 

GLBA: Safeguards Rule 
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1. Policy Overview 

Pathfinder will promptly investigate any security incident or suspected breach involving private 

information, such as cardholder data, protected health information, and nonpublic customer and 

employee information to mitigate any harmful effect and to comply with applicable breach notification 

requirements. 

 

2. Definitions 

Breach - Any unauthorized acquisition, access, use, or disclosure of unsecured private information, 

which compromises the security or privacy of the data.  

 

Potential breaches include but are not limited to: 

• Unauthorized access to cardholder data, protected health information, or nonpublic customer 

and employee information maintained in paper or electronic form. 

• Theft of data such as by stealing a laptop or paper documents. 

• Interception or the receipt of mail or other communications intended for other recipients. 

 

Breach excludes: 

• Any unintentional acquisition, access, or use of private information by a workforce member if 

such acquisition, access, or use was made in good faith and within the scope of authority and 

does not result in further use or disclosure. 

• Any inadvertent disclosure by a person who is authorized to access the private information at 

Pathfinder to another person authorized to access the private information at Pathfinder and the 

information received as a result of such disclosure is not further used or disclosed. 

• A disclosure of private information where Pathfinder has a good faith belief that an 

unauthorized person to whom the disclosure was made would not reasonably have been able to 

retain such information. 

 

Security Incident - Any attempted or successful unauthorized access, use, disclosure, modification, or 

destruction of information or interference with system operations in an information system.  

 

Information Security Officer – The Pathfinder Services staff member designated to officially oversee 

implementation of Information Security policies and practices. The IT Director serves as the Information 

Security Officer 

 

Privacy Officer – The Pathfinder Services staff member designated to officially oversee implementation 

of Privacy policies and practices. The Chief Strategy Officer serves as the Privacy Officer. 
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3. Reporting a Possible Security Incident or Breach 

Any person who discovers or suspects that they or someone else has acquired, accessed, used, or 

disclosed private information in an unauthorized manner shall immediately report the incident to their 

supervisor and the Information Security Officer. 

 

4. Responding to a Possible Security Incident or Breach 

Upon discovering a possible breach or security incident, Pathfinder will take immediate steps to limit the 

suspected breach or incident. Pathfinder will stop the unauthorized practice and seek the recovery or 

appropriate destruction of any private information. The Information Security Officer is responsible for 

responding to, containing, and investigating a suspected breach involving private information in 

collaboration with the Privacy Officer. All workforce members shall cooperate and assist as requested.  

 

The response effort will include secure documentation and retention the following information: 

• Description of what happened, including the date of the breach or security incident and the date 

of discovery, if known. 

• Description of the types of information involved (such as whether full name, social security 

number, date of birth, home address, account number, or other types of information). 

• Description of what is being done to investigate the matter, to mitigate harm to the 

individual(s), and protect against any further breaches or security incidents. 

• List of all individuals notified (for example, the individual(s) who is the subject of the possible 

breach, police, Attorney General). 

• Outcome of the incident. 

 

Following the close of the incident response, the Information Security Officer must document 

vulnerabilities leading to the breach or security incident, assess business risk due to the incident, and 

formulate corrective actions to prevent further incidents, and record  any follow up testing performed 

where appropriate to assure the effectiveness of the corrective action measures implemented. 

 

5. Reporting Requirements 

Pathfinder Services executive management will determine, in consultation with legal counsel as needed, 

whether a breach has occurred and any applicable notification requirements under state and/or federal 

law. Notification requirements may include the affected individual(s), Pathfinder’s insurance company, 

the media, Secretary of HHS, State Attorney General's Office, the police, or other law enforcement. 

 

6. Enforcement 

Pathfinder will take appropriate enforcement action consistent with Pathfinder’s Sanction Policy against 

individuals responsible for the breach or who otherwise fail to report a breach. Disciplinary actions may 

include up to termination and, in some instances, notifying law enforcement. 
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7. Breach Prevention 

Pathfinder will take appropriate actions to prevent future security incidents or breaches from occurring 

in a similar manner. Pathfinder will evaluate its physical, administrative, and technical safeguards if 

implicated in the breach or security incident, evaluate any security systems involved in the breach or 

incident, update its policies or training as appropriate, and review third-party service providers 

arrangements if involved with the breach or security incident.  

 

8. Incident Response Plan 

Pathfinder will develop and maintain an Incident Response Plan that operationalizes the requirements 

of this policy.  

 

9. Referenced Standards 

PCI DSS: 11.1, 12.10 

HIPAA: R-§164.308(a)(6)(i), R-§164.308(a)(6)(ii), R-§164.414(a), R-§164.530(i), R-§164.530(j), R-

§164.402, R-§164.404(a), R-§164.404(b), R-§164.404(c)(1), R-§164.404(d), R-§164.406, R-§164.408, R-

§164.410, R-§164.412, R-§164.414(b) 

GLBA: Safeguards Rule 

 

 

https://pathfinderservices.sharepoint.com/:b:/g/Ef6y4idFvBBGnwGkWTaemhMBVXcoBuJtX3WkCe75Y2-hBw?e=qvQfcK
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INCIDENT RESPONSE 
PLAN (IRP)  

Purpose & Scope 
All information security and privacy incidents are different by nature. Therefore, the guidelines provided 

in this Incident Response Plan (IRP) do not comprise an exhaustive set of incident handling procedures. 

These guidelines document basic information about responding to incidents that can be used regardless 

of hardware platform or operating system. This plan describes the stages of incident identification and 

handling, with the focus on preparation and follow-up, including reporting guidelines and requirements. 

Applicability 
This IRP is part of the Written Information Security Program and applies to all employees, administrative 

consultants, contractors, temporary personnel, and the like who may experience or witness a security 

incident or possible data breach.  After discovery, this process provides Information Technology Services 

with a checklist or outline for responding so that steps or information related to the incident are not 

missed. We are committed to protecting our information and responding appropriately to a security 

incident or data breach. 

Compliance 
Violations of this policy may lead to the suspension or revocation of system privileges and/or disciplinary 

action up to and including termination of employment or service contract.  We reserve the right to 

advise appropriate authorities of any violation of law. 

PLAN OBJECTIVES 
The objectives of the Incident Response Plan (IRP) are to: 

▪ Limit immediate incident impact to customers and business partners; 

▪ Recover from the incident; 

▪ Determine how the incident occurred; 

▪ Find out how to avoid further exploitation of the same vulnerability; 

▪ Avoid escalation and further incidents; 

▪ Assess the impact and damage in terms of financial impact and loss of image; 

▪ Update company policies, procedures, standards and guidelines as needed; and 

▪ Determine who initiated the incident for possible criminal and/or civil prosecution. 

INCIDENT RESPONSE TEAM (24x7) 
To adequately respond to an intrusion or incident, predetermined teams should be formed to react to 

predetermined incident characteristics. As the situation develops and the impact becomes more 

significant, the various teams may be called to contribute. 
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Incident Response Team 

Roles 

(24x7 Key Personnel) 

Role Description 

Incident Response 

Coordinator. Chief 

Information Officer 

Individual responsible for conducting and coordinating the Incident 

Response Plan (IRP).  

Technical Support Team 

Lead. Network 

Administrator 

Individual responsible for aiding IT Services, which could include 

support personnel, outside contractors, or individual users.  

Management Team Lead. 

Chief Information Officer 

Management representative responsible for interfacing with other 

managers/executives in areas, such as Legal, Human Resources, or 

other specialties, as required. 

 

INCIDENT RESPONSE TEAM RESPONSIBILITIES 
Incident Response Coordinator 

▪ Receive and track all reported potential threats. 

▪ Escalate Incident Response if the threat manifests itself. 

▪ Determine relevant membership of the Technical Support Team. 

▪ Alert applicable support organizations of the potential threat and any defensive action required. 

▪ Alert management of the potential threat. 

▪ Start a chronological log of events. 

▪ Receive status from IT Services and report to management on a regular basis. 

Technical Support Team 
▪ Monitor all applicable sources for alerts or notification of a threat. 

▪ Determine initial defensive actions required. 

▪ Notify the Incident Response Coordinator. 

▪ Determine the best course of action for the containment of the incident and eradication of the 

threat. 

▪ Report actions taken and status to the Incident Response Coordinator. 

▪ Continue to monitor all known sources for alerts looking for further information or actions to 

take to eliminate the threat. 

▪ Continue reporting status and actions taken to the Incident Response Coordinator for the 

chronological log of events. 

▪ Monitor effectiveness of actions taken and modify them as necessary. 

Management Team 
▪ Assume responsibility for directing activities about the incident. 

▪ Actively participate in Incident Response operations, based on the effects to business 

operations. 
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▪ Determine whether escalation appropriate. 

▪ Determine when the risk has been mitigated to an acceptable level. 

▪ Contact local authorities, if deemed appropriate. 

▪ Initiate breach notification procedures, if applicable. 

▪ Ensure that all needed information is being collected to support legal action or financial 

restitution. 

INCIDENT RESPONSE PROCESS 
The Incident Response Process is an escalation process whereas the impact of the incident becomes 

more significant or widespread, the escalation level increases bringing more resources to bear on the 

problem. At each escalation level, team members who will be needed at the next higher level of 

escalation are alerted to the incident so that they will be ready to respond if they are needed. 

Step Responsible 
Entity 

Incident Response Plan (IRP) Actions 

1 1.0 Anyone Determine If an Incident Occurred  
If You See Something, Say Something.  

1.1 Anyone Analyze the precursors and indications. (Appendix A) 

1.2 Anyone Look for correlating information. (Appendix A) 

1.3 Anyone Perform research (e.g. search engines, vendor knowledge base, peer review, etc.)  

2 2.0 Anyone Notify IT Services  

2.1 Anyone Any person who discovers or suspects that they or someone else has acquired, 
accessed, used, or disclosed private information in an unauthorized manner shall 
immediately report the incident to the CIO and email details of suspected incident to 
itservices@pathfinderservices.org with subject: Urgent – 
Suspected Security Event. The email should include screenshots of any evidence (if 
applicable) as well as descriptions of the following: 

• What was experienced or observed? 

• When was it first noticed? 

• Why do you think it is a security incident?  

2.2 IT Services IT Services classifies the ticket type as: Security/Suspected Event and sets the initial 
priority to Medium. 

2.3 IT Services If IT Services feels the event warrants a full investigation, IT Services should create a 
case file in IT Services SharePoint document library and link that folder to the ticket.   

2.4 IT Services IT Services consolidates documentation and evidence and, if applicable, stores the 
documentation in the case file for the incident.  

3 3.0 IT Services Incident Prioritization 

3.1 IT Services IT Services prioritizes handling the incident based on the business impact and 
urgency and sets the ticket priority to match.  

3.2 IT Services IT Services will identify which IT resources have been affected and forecast which 
resources will be affected. 

3.3 IT Services IT Services will estimate the current and potential technical effect of the incident. 

4 4.0 IT Services Incident Notification 

4.1 IT Services IT Services will contact affected asset owners and business units, alerting them to the 
situation.  
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5 5.0 Multiple 
Entities 

Incident Escalation (If Required) 

5.1 IT Services If the incident is believed to be significant, the Incident Response Coordinator or asset 
owner is responsible for notifying management for escalation. 

5.2 Management Management is responsible for coordinating further incident escalation steps, as 
required.  
  

6 6.0 IT Services Secure, Document, Acquire, Preserve & Analyze Evidence (If Required) 

6.1 IT Services IT Services will follow its Standard Operating Procedures (SOP) for evidence seizure 
and analysis.  

6.2 IT Services IT Services will begin an Information Incident Report to document the details of the 
incident as well as response throughout the life of the incident. 

7 7.0 IT Services Contain the Incident  

7.1 IT Services IT Services will work with affected asset custodians and business units to determine a 
containment strategy. 

7.2 IT Services Incident handlers will implement steps to contain the incident. 

8 8.0 IT Services Eradicate the Incident  

8.1 IT Services Identify and mitigate all vulnerabilities that were exploited. 

8.2 IT Services Remove malicious code, inappropriate materials, and other components. 

9 9.0 IT Services Recover from the Incident  

9.1 IT Services Return affected systems to an operationally ready state. 

9.2 Multiple 
Entities 

Confirm that the affected systems are functioning normally. 

9.3 Multiple 
Entities 

If necessary, implement additional monitoring to look for future related activity. 

10 10.0 Multiple 
Entities 

Follow-Up  

10.1 IT Services IT Services will finalize the Information Incident Report and distribute it appropriately. 

10.2 Management Initiate Breach Notification Procedures if appropriate.  
 

11 11.0 Multiple 
Entities 

After Action Review (AAR) 

11.1 Multiple 
Entities 

Hold an After-Action Review (AAR) / "lessons learned" meeting involving all key 
players. 

11.2 Multiple 
Entities 

Update any changes needed to the Incident Response Plan (IRP) or other 
policy/procedure/standard. 
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POST INCIDENT 
Following an incident, the Incident Response Coordinator should work with the Technical Support Team 

to prepare a report for management to include: 

▪ Estimate of damage and impact. 

▪ Action taken during the incident (not technical detail). 

▪ Follow-on efforts needed to eliminate or mitigate the vulnerability. 

▪ Policies or procedures that require updating. 

▪ Efforts taken to minimize liabilities or negative exposure. 

▪ Provide the chronological log and any system audit logs requested by the Management Team. 

▪ Document lessons learned and modify the Incident Response Plan (IRP) accordingly. 

▪ Recommend disciplinary action in the case that the incident was from an internal source. 

BREACH NOTIFICATION PROCEDURES 
In terms of incident reporting, the definition of a security breach is when an individual’s unencrypted 

Personally Identifiable Information (PII) is reasonably believed to have been acquired by an 

unauthorized person or process. Good faith acquisition of PII by an authorized user or authorized agent 

for Pathfinder purposes does not constitute a security breach, provided that the PII is not used or 

subject to further unauthorized disclosure.  

If a breach occurs, breach notification procedures should occur without unreasonable delay, except: 

▪ When a law enforcement agency has determined that notification will impede a criminal 
investigation; or  

▪ To discover the complete scope of the breach and restore the integrity of the system. 
 

If a security incident is suspected to be a data privacy breach, take the following immediate actions: 

1. Notify the Incident Response Team (IRT), including the General Counsel and Information 

Security. 

2. Determine what information was suspected to be breached, i.e., specific individuals’ first and 

last names with a type of PII. 

3. When appropriate, bring in an incident response expert or law enforcement to investigate. 

Identify the scope, time frame and source(s) of breach, type of breach, whether data encryption 

was used and for what, possible suspects (internal or external, authorized or unauthorized, 

employee or non-employee user). 

4. Review for other compromised systems. 

5. Monitor all systems for potential intrusions.  

6. Determine the notification requirements (statutory or contractual) and address within the 

required timeframe. 
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APPENDIX A: INCIDENT DISCOVERY 
Malicious Actions Possible Indications of an Incident 

Denial of Service (DoS) 

Examples 
You might be experiencing a DoS if you see… 

Network-based DoS against a 

host 

• User reports of system unavailability 

• Unexplained connection losses 

• Network intrusion detection alerts 

• Host intrusion detection alerts (until the host is overwhelmed) 

• Increased network bandwidth utilization 

• Large number of connections to a single host 

• Asymmetric network traffic pattern (large amount of traffic going to the host, 

little traffic coming from the host) 

• Firewall and router log entries 

• Packets with unusual source addresses 

Network-based DoS against a 

network 

• User reports of system and network unavailability 

• Unexplained connection losses 

• Network intrusion detection alerts 

• Increased network bandwidth utilization 

• Asymmetric network traffic pattern (large amount of traffic entering the 

network, little traffic leaving the network) 

• Firewall and router log entries 

• Packets with unusual source addresses 

• Packets with nonexistent destination addresses 

DoS against the operating 

system of a host 

• User reports of system and application unavailability 

• Network and host intrusion detection alerts 

• Operating system log entries 

• Packets with unusual source addresses 

DoS against an application on a 

host 

• User reports of application unavailability 

• Network and host intrusion detection alerts 

• Application log entries 

• Packets with unusual source addresses 
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Malicious Software 

(malware) Examples 
You might be infected with malware if you see… 

A virus that spreads 

through email infects a 

host. 

• Antivirus software alerts of infected files 

• Sudden increase in the number of emails being sent and received 

• Changes to templates for word processing documents, spreadsheets, etc. 

• Deleted, corrupted, or inaccessible files 

• Unusual items on the screen, such as odd messages and graphics 

• Programs start slowly, run slowly, or do not run at all 

• System instability and crashes 

A worm that spreads 

through a vulnerable 

service infects a host. 

• Antivirus software alerts of infected files 

• Port scans and failed connection attempts targeted at the vulnerable service (e.g., 

open Windows shares, HTTP) 

• Increased network usage 

• Programs start slowly, run slowly, or do not run at all 

• System instability and crashes 

A Trojan horse is 

installed and running on 

a host. 

• Antivirus software alerts of Trojan horse versions of files 

• Network intrusion detection alerts of Trojan horse client-server communications 

• Firewall and router log entries for Trojan horse client-server communications 

• Network connections between the host and unknown remote systems 

• Unusual and unexpected ports open 

• Unknown processes running 

• High amounts of network traffic generated by the host, particularly if directed at 

external host(s) 

• Programs start slowly, run slowly, or do not run at all 

• System instability and crashes 

Malicious mobile code 

on a Web site is used to 

infect a host with a 

virus, worm, or Trojan 

horse. 

• Indications listed above for the pertinent type of malicious code 

• Unexpected dialog boxes, requesting permission to do something 

• Unusual graphics, such as overlapping or overlaid message boxes 

Malicious mobile code 

on a Web site exploits 

vulnerability on a host. 

• Unexpected dialog boxes, requesting permission to do something 

• Unusual graphics, such as overlapping or overlaid message boxes 

• Sudden increase in the number of emails being sent and received 

• Network connections between the host and unknown remote systems 

A user receives a virus 

hoax message. 

• Original source of the message is not an authoritative computer security group, but a 

government agency or an important official person 

• No links to outside sources 

• Tone and terminology attempt to invoke panic or a sense of urgency 

• Urges recipients to delete certain files and forward the message to others 
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Unauthorized 

Access Examples 

You might be experiencing unauthorized access on your system or network if 

you see… 

Root compromise 

of a host 

• Existence of unauthorized security-related tools or exploits 

• Unusual traffic to and from the host (e.g., attacker may use the host to attack other 

systems) 

• System configuration changes, including— 

  - Process/service modifications or additions 

  - Unexpected open ports 

  - System status changes (restarts, shutdowns) 

  - Changes to log and audit policies and data 

  - Network interface card set to promiscuous mode (packet sniffing) 

  - New administrative-level user account or group 

• Modifications of critical files, timestamps, and privileges, including executable programs, 

OS kernels, system libraries, and configuration and data files 

• Unexplained account usage (e.g., idle account in use, account in use from multiple 

locations at once, unexpected commands from a particular user, large number of locked-out 

accounts) 

• Significant changes in expected resource usage (e.g., CPU, network activity, full logs, or 

file systems) 

• User reports of system unavailability 

• Network and host intrusion detection alerts 

• New files or directories with unusual names (e.g., binary characters, leading spaces, 

leading dots) 

• Highly unusual operating system and application log messages 

• Attacker contacts the organization to say that he or she has compromised a host 

Unauthorized data 

modification (e.g. 

Web server 

defacement) 

• Network and host intrusion detection alerts 

• Increased resource utilization 

• User reports of the data modification (e.g., defaced Web site) 

• Modifications to critical files (e.g., Web pages) 

• New files or directories with unusual names (e.g., binary characters, leading spaces, 

leading dots) 

• Significant changes in expected resource usage (e.g., CPU, network activity, full logs or 

file systems) 

Unauthorized 

usage of standard 

user account 

• Access attempts to critical files (e.g., password files) 

• Unexplained account usage (e.g., idle account in use, account for use from multiple 

locations at once, commands that are unexpected from a particular user, large number of 

locked-out accounts) 

• Web proxy log entries showing the download of attacker tools 

Physical intruder 

• User reports of network or system unavailability 

• System status changes (restarts, shutdowns) 

• Hardware is completely or partially missing (i.e., a system was opened, and a particular 

component removed) 

• Unauthorized new hardware (e.g., attacker connects a packet sniffing laptop to a network 

or a modem to a host) 
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Unauthorized data 

access (e.g., 

database of 

customer 

information, 

password files) 

• Intrusion detection alerts of attempts to gain access to the data through FTP, HTTP, and 

other protocols 

• Host-recorded access attempts to critical files 

 

Inappropriate 

Usage Examples 
You might have identified inappropriate usage if you see… 

Unauthorized 

service usage 

(e.g., Web server, 

file sharing, music 

sharing) 

• Network intrusion detection and network behavior analysis software alerts 

• Unusual traffic to and from the host 

• New process/software installed and running on a host 

  - Password cracking tools 

  - Unauthorized website running 

  - File transfer software 

  - Peer-to-Peer (P2P) sharing software running 

• New files or directories with unusual names (e.g., “warez” server style names) 

• Increased resource utilization (e.g., CPU, file storage, network activity) 

• User reports 

• Application log entries (e.g., Web proxies, FTP servers, email servers) 

Access to 

inappropriate 

materials (e.g., 

downloading 

pornography, 

sending spam) 

• Network intrusion detection alerts 

• Eyewitness reports or complaints to management, HR 

• Pornographic or explicit content displayed 

• Application log entries (e.g., Web proxies, FTP servers, email servers) 

• Inappropriate files on workstations, servers, or removable media 

Attack against 

internal party 

• Network intrusion detection alerts 

• Inside party reports (e.g. management, HR, or ethics)  

  - Harassing email or text messages sent to internal users 

  - Pornographic or explicit content sent to internal users 

• Network, host, and application log entries 

Attack against 

external party 

• Network intrusion detection alerts 

• Outside party reports  

  - Harassing email or text messages sent to external users 

  - Pornographic or explicit content sent to external users 

  - External attack traffic traced back to the company 

• Network, host, and application log entries 
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APPENDIX B: COMMON EFFECTS OF ATTACKS 
There are at least four primary effects of attacks that affect Information Security: 

▪ Denial of Service. Any action that causes all or part of the network’s service to be stopped 

entirely, interrupted, or degraded sufficiently to impact operations is a denial of service. 

Examples of denial of service include network jamming, introducing fraudulent packets, and 

system crashes and/or poor system performance, in which people are unable to effectively use 

computing resources. 

▪ Loss / Alteration of Data or Programs. An example of loss or alteration of data or programs 

would be an attacker who penetrates a system, then modifies an Operating System-level 

program/configuration file (e.g. audit) so that the intrusion will not be detected. 

▪ Compromise of Data. One of the major dangers of a computer security incident is that 

information may be compromised. The release of classified information to people without the 

proper clearance or formal authorization jeopardizes our business’ security. Efficient incident 

handling minimizes this danger. 

▪ Loss of Trust in Computing Systems. Users may lose trust in computing systems and become 

hesitant to use one that has a high frequency of incidents or even a high frequency of events 

that cause the user to distrust availability or integrity. 
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APPENDIX C: INCIDENT RESPONSE STAGES 
There are generally six (6) stages of incident response: 

▪ Preparation. The most important aspect of a response plan is to know how to use it once it is in 

place. Knowing how to respond to an incident before it occurs can save valuable time and effort 

in the long run.  

▪ Identification. Identify whether an incident has occurred. If one has occurred, the Incident 

Response Team can take the appropriate actions. Identification may come from Intrusion 

Detection Systems (IDS), Intrusion Prevention Systems (IPS), File Integrity Monitoring Systems 

(FIMS), or manual observance of an incident.  

▪ Containment. Involves limiting the scope and magnitude of an incident. Because so many 

incidents observed currently involve malicious code, incidents can spread rapidly. This can cause 

the destruction and loss of data. As soon as an incident is recognized, the Incident Response 

Team must immediately begin working on containment. 

▪ Eradication. Removing the cause of the incident can be a difficult process. It can involve virus 

removal, removing user permissions, and/or dismissing employees. 

▪ Recovery. Restoring a system to its normal business status is essential. Once a restore has been 

performed, it is also important to verify that the restore operation was successful and that 

systems are back to its normal condition. 

▪ Follow-up. Some incidents require considerable time and effort. It is common that once the 

incident appears to be contained and remedied; there is little interest in devoting any more 

effort to the incident. Performing follow-up activity is, however, one of the most critical 

activities in the response procedure. This follow-up can support any efforts to prosecute those 

who have broken the law. This includes changing any policies that may need to be narrowed 

down or be changed altogether. 
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APPENDIX D: INCIDENT CATEGORIES 
An incident will be categorized as one of ten severity levels. These severity levels are based on the impact to the company and can be expressed in terms of 

financial impact, impact to operations, impact to sales, or impact to the company’s image. 

CAT Severity Situation Category Description Response Action 
Response 

Time 
Recovery Actions 

0 Training 

Exercise 

(e.g. Network Defense 

Testing) 

This category is used during 

state, federal, national, 

international exercises and 

approved activity testing of 

internal/external network 

defenses or responses. 

Depends on the type of 

exercise. 

Exercise 

Dependent 

There are no recovery procedures 

required for this event. 

1 Criminal Illegal Content 

This category is used to respond 

to any suspected incidents 

involving either: 

- the possession or transmission 

of child pornography; or 

- possible terrorist-related 

activities. 

Stop the investigation 

immediately. The incident 

handler must cease work and 

call the local office for the FBI 

and follow the FBI's response 

instructions. 

Within 1 hour 

of event 

identification 

There are no recovery procedures 

required for this event.  

2 Serious 

Successful Host 

Compromise  

(privileged-level 

access) 

This is a root or administrator-

level compromise of a system. A 

successful event of this nature 

means the intruder has total 

control over the host and access 

to all data stored on it or on 

systems that trust this host. 

The system must be 

disconnected from the network. 

It should NOT be turned off. No 

action should be taken to 

investigate this incident or 

change anything on the system 

unless directed to do so by IT 

Services. 

Within 1 hour 

of event 

identification 

Do not start recovery procedures until 

directed to do so by IT Services. 

Normal recovery procedures from an 

event of this category are rebuilding the 

system from original media, installing 

all required patches, and scanning for 

vulnerabilities before reattaching to the 

network. Notify IT Services to arrange 

for a verification scan to be conducted. 
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3 Serious 
Malicious Software 

(servers) 

Any software code intentionally 

created or introduced into a 

server-class system for the 

distinct purpose of causing harm 

or loss to the computer system, 

its data, or other resources. 

Examples are spyware, adware, 

viruses, Trojans, worms, etc. 

The system must be 

disconnected from the network. 

It should NOT be turned off. No 

action should be taken to 

investigate this incident or 

change anything on the system 

unless directed to do so by IT 

Services. 

Within 1 hour 

of event 

identification 

Do not start recovery procedures until 

directed to do so by IT Services. 

Normal recovery procedures from an 

event of this category are rebuilding the 

system from original media, installing 

all required patches, and scanning for 

vulnerabilities before reattaching to the 

network. Notify IT Services to arrange 

for a verification scan to be conducted. 

4 Serious 
Malicious Software 

(workstations) 

Any software code intentionally 

created or introduced into a 

workstation-class system for the 

distinct purpose of causing harm 

or loss to the computer system, 

its data, or other resources. 

Examples are spyware, adware, 

viruses, Trojans, worms, etc. 

The system must be 

disconnected from the network. 

It should NOT be turned off. IT 

Services will respond and follow 

company-approved procedures 

to remediate the malware 

infection. 

Within 1 hour 

of event 

identification 

Normal recovery procedures from an 

event of this category are rebuilding the 

system from original media, installing 

all required patches, and scanning for 

vulnerabilities before reattaching to the 

network. Notify IT Services to arrange 

for a verification scan to be conducted. 

5 Serious 
Denial of Service 

(DoS) Attack 

A successful event of this nature 

means the intruder has 

successfully denied access to 

either the entire network, portion 

of the network or to critical 

systems or data. 

Determine the cause, if 

possible. Contact IT Services for 

assistance in determining the 

source of the attack and 

removing the threat. Take no 

further action unless directed to 

do so by IT Services. 

Within 1 

business day 

Review logs and configurations to 

determine if there is anything that can 

be done to prevent further occurrences 

of this type of the event and/or the 

cause of the current event. 

6 Serious 
Unauthorized Scan  

(internal network) 

Any automated probe attacks 

(e.g. Nessus, Nmap, etc.) 

Contact IT Services for 

assistance in determining if the 

scan is unauthorized. 

Within 1 

business day 

Review system event logs and/or 

network logs to determine if any 

systems responded to the probe or 

scan and what information may have 

been obtained by the unauthorized 

scanner. 



 

Pathfinder Services Information Security Incident Response Plan; Written Information Security Program (WISP) Page 14 of 15 

7 Significant 

Successful Host 

Compromise 

(user-level access) 

This is a user-level compromise. 

A successful event of this nature 

means the intruder has access to 

data, applications, and systems 

which the users can access. 

The system must be 

disconnected from the network. 

It should NOT be turned off. No 

action should be taken to 

investigate this incident or 

change anything on the system 

unless directed to do so by IT 

Services. 

Within 1 

business day 

Do not start recovery procedures until 

directed to do so by IT Services. 

Normal recovery procedures from an 

event of this category are rebuilding the 

system from original media, installing 

all required patches, and scanning for 

vulnerabilities before reattaching to the 

network. Notify IT Services to arrange 

for a verification scan to be conducted. 

8 Significant 
Attempted Access 

(unsuccessful) 

An unsuccessful attempt to 

access or compromise an 

information system. An event of 

this nature means the intruder 

attempted a known exploit or 

attempted to log into an 

information system but was not 

successful in compromising it or 

in logging in. 

No response is necessary. 

Report the event to IT Services 

and include as much data as 

possible about the intruder and 

the attempted compromise or 

intrusion. Take no further action 

unless directed to do so by IT 

Services. 

Within 1 

business day 

There are no recovery procedures 

required for this event. 

9 Significant 
Poor Security 

Practice 

Examples of poor security 

practices are root login using 

Telnet, FTP or HTTP; bad 

passwords; not using secure 

protocols to transfer sensitive 

data; downloading unauthorized 

software; peer-to-peer (P2P) 

software, etc. 

The response depends on the 

event. The response ranges 

from disconnection from the 

network to a system rebuild, to 

no action required. An incident 

report should be sent to the 

department to follow appropriate 

actions (e.g. verbal or written 

counseling). 

Within 1 

business day 

The recovery depends on the type of 

event. 

10 Significant Suspected/Unknown 

If the threat is unclear, use this 

category until the threat or 

situation is investigated, and a 

final determination has been 

made. 

Reassign to the proper category 

when a final determination is 

made. 

Within 4 

hours of event 

identification 

Recovery is determined after the final 

determination and event category is 

determined. 
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PATHFINDER  
POLICY  

 
Owner: IT Services  
Subject: Information Risk Management  
Revision Date: April 18, 2023 
 
 

RISK MANAGEMENT POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 
 

1. Policy Overview 

Potential security risks and vulnerabilities that may affect the confidentiality, integrity, and/or 
availability of Pathfinder critical systems or private information is identified and addressed. 
 

2. IT Risk Assessments 

Annual IT risk assessments are performed to evaluate overall effectiveness and potential risks and 
vulnerabilities to the confidentiality, integrity, or availability of Pathfinder private information. Updates 
are performed whenever environmental or operational changes occur that may affect the security of 
private information, including the adoption of new technology. 
 
The IT risk assessment identifies the systems which are critical to conducting Pathfinder business, 
including those that store, process, or transmit private information; identify threats and vulnerabilities 
to the system; consider current controls; assess the risk and identify risk mitigation strategies. Third-
Parties that store or have access to Pathfinder Services’ information must also be assessed for risk in 
accordance with Pathfinder’s Contract Management Policy and incorporated into the IT risk assessment. 
The results of the IT risk assessment are documented and retained for six (6) years. 
 

3. Risk Management 

Using the results of the IT risk assessment, security measures and related policies and procedures are 
updated as appropriate to address risk areas, such as physical security measures, firewalls, passwords, 
encryption, and access controls. The nature of specific risks and the feasibility, effectiveness, and cost of 
specific safeguards are considered. Pathfinder retains documentation of measures implemented to 
remediate potential risks and/or vulnerabilities identified during the IT risk assessment for six (6) years. 
 
4. Evaluations 
In conjunction with the annual IT risk assessment, periodic technical and non-technical evaluations of 
security safeguards are performed to evaluate how well the practices and safeguards are being 
followed, along with how well they are protecting private information from unauthorized access or 
intrusion. Technical evaluations, such as vulnerability scans or penetration tests, are performed at least 
annually. Non-technical evaluations, such as audits over specific controls or processes are performed 
less often based on the level of risk. 
 
Evaluations may include: 

• Interviews with workforce members 

• Access control and system activity audits 

• Tests of intrusion detection systems 

• Vulnerability Scans 

• Penetration testing 

• Review of Business Associate and service provider contracts 
If any practices or controls are deemed insufficient or ineffective, action will be taken to implement 
other measure to address the compliance or security need. 
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RISK MANAGEMENT POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  2 
 

 
5. Referenced Standards 

PCI: 12.2 

HIPAA: R-§164.308(a), R-§164.308(a)(1)(ii)(A), R- §164.308(a)(1)(ii)(B), R- §164.308(a)(8) 

GLBA: Safeguards Rule 

 



 

Disaster Recovery 

Information Systems 
Plan to recover Information Systems in the event of a disaster 
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Overview 
This plan documents the IT Services Department’s preparations associated with Disaster 

Recovery, Backup, and Continuity of Business planning to minimize the effects of disasters on 

our IT Infrastructure. 

This plan outlines preparations for not only a catastrophic disaster such as the loss of the 

headquarters building and data center, but also minor disasters such as extended power 

outages and the loss of telecom or internet service. 

This plan is intended as a reference and guideline and should not replace sound judgment and 

common sense. 

Risk Assessment & Mitigation 
Pathfinder engages in an annual Risk Assessment of its natural and man-made risks to 

information systems and security. Severe weather, thunder and lightning storms, tornadoes, 

fire, and cyber security crimes pose the greatest risk to Pathfinder operations. This plan focuses 

on risk from the loss of data systems, not cyber security. That is addressed in a sperate Written 

Information Security Program.   

Disaster Recovery as a Service (DRaaS)and the Cloud 
Whether natural or man-made, the primary risk is the loss of access to or destruction of 

business-critical information systems and data. Pathfinder subscribes to Disaster Recovery as a 

Service (DRaaS) provided by 4EOS’s SafeHouse DataCenter. This includes daily incremental 

backups of our entire data store and all systems. It also includes a warm site and service to spin 

up all Tier 1 software and data to be remotely accessible via public internet within an hour. 

Details of this DRaaS are documented in a DR Playbook maintained by 4EOS and copied here in 

Attachment A. All other business critical information systems are hosted by remote third-party 

cloud vendors and are therefore immune to a localized disaster.  

Natural and Man-Made Risks 
The following strategies are focused on mitigation of risk to the main data center located at the 

North Campus, in Huntington. If the data center were lost, it would have a disastrous effect on 

the entire business. If any of the branch locations were lost, they would relocate and set up 

temporary operations including a connection back to the data center to resume access and use 

of Pathfinder hosted or third party hosted systems.  

Fire: Exterior of North Campus building is brick and inside walls are built with metal studs. 

Automatic Fire Alarm on premise notifies Fire Dept. via Koorson Fire and Security Alarm 

Monitoring center. Fire alarm is powered by the backup generator. Fire extinguishers are placed 

throughout the building including one in the server room. 
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Tornado or Wind Damage: Brick building is unlikely to sustain major damage from an average 

thunderstorm. Tornado damage is possible. Tornado damage to even part of the building could 

affect power/internet reliability. Internet and telecommunications infrastructure enter the 

building in upstairs loft area above restrooms. 

Flooding: Server Room Floor is approximately 18 in up from ground level in the back of the 

building. Surrounding Terrain slopes down away from the building to the North. No major water 

ways nearby. Nearest water ways are a drainage pond approximately 700 feet to the east 

(Between TCU & K of C) and a Drainage ditch/ravine approximately 600 feet to the north, across 

North Point Ave. 

Evacuation: An event such as a chemical spill, bomb threat or large fire near the North Campus 

building could require the evacuation of all personnel. All can work remotely via Microsoft 

Teams, SharePoint and VPN with access setup on both of our internet connections into the 

North Campus building. Most functions of the ITS Department can continue off site. The 

Microsoft Teams phone system allows all calls to be received wherever the user is on their 

computer or mobile device.  The ITS Department can also work with staff to work from other 

offices, such as State Street. 

End-point Replacement: Destruction of any office space will likely also result in loss of the 

endpoints used by staff. In such a case, the IT Services staff will use its inventory log to 

immediately order replacement devices from its trusted vendors (either CDW or 4EOS) to be 

delivered and set up for use at home or alternate location.  

Technical Risks 
Power Outage: Power lines into the North Campus (where the data center is) are underground. 

Feed lines into the area are mostly above ground. Risk is largely mitigated with backup 

generator and an Uninterrupted Power Supply (UPS). If Natural Gas service is still intact and 

flowing to the building, generator can run for indefinite amount of time. Pathfinder 

Maintenance staff manages the maintenance on the generator and ensures that it is ready for 

an extended power outage. Preventative maintenance is to be performed yearly. Starting 

battery will be replaced every three years in line with general industry recommendations. The 

backup generator and UPS both run through automated test cycles each week.  The UPS emails 

test results directly to the System Admin and IT Director weekly. The generator test run is 

audible (sounds like a lawn-mower) and can be heard running weekly on Friday mornings.  

Loss of Internet/WAN/Telco Connectivity: Our IT infrastructure is reliant on connections from 

our data center to our branch offices and to the internet. We have mitigated this risk by having 

redundant connections to the internet from two separate providers into the Data Center, 

currently Metronet and Comcast. The two internet connections enter the building from opposite 

directions. All branch offices have private WAN connections as well as a VPN connection to the 

Data Center. Telephone connections are routed over the internet connections via two separate 

providers (Metronet and Comcast).  As long as we maintain an internet connection our phone 
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will continue to operate as designed.  See Attachment B for details on our phone provider’s 

designed diversity and redundancy they have in place. 

Pre-Disaster Planning 

Backups and Warm Site 
SafeHouse Data Center takes incremental snapshots of all locally hosted servers and data daily. 

These snapshots are kept in local storage and are also replicated to its remote servers in 

Northern Allen County, IN.  Servers with software and data classified as Tier 1 (most critical to 

business operations) are maintained as a warm site ready to be made operational and accessible 

from any internet connection within one hour. This warm site will be mirrored to servers in an 

earthquake, tornado, fire, and flood resistant bunker also in Northern Allen County, IN. This 

service includes weekly maintenance of any changes to our data center to be replicated in the 

warm site, as well as monthly status reports and two annual tests where we will recover 

operations from the warm site. A DR playbook with procedures for testing and recovery from a 

disaster will are provided by 4EOS and attached to this plan in Attachment A.  

Systems Documentation  
4EOS also manages our production servers and infrastructure along with help desk support to 

end users. This includes a secure, remote web-based wiki (IT Glue) with all the system 

documentation necessary to help restore operations over the long term. 4EOS manages and 

backs up this documentation.  

Pathfinder subscribes to Last Pass for Teams to securely store shared ITS team access 

credentials for all cloud-based web portals that we need to manage and restore our 

environment. Only members of the ITS team have credentials to access this site. Credentials 

cannot be published here for security reasons.  Once access to the site is gained, all critical 

systems accounts with vendors will be easily identified in the vault and appropriate account 

credentials or other secure notes disclosed to access and manage any cloud-based system 

portals. Attachment D provides instruction for accessing LastPass. 

Communication Devices 

All senior management and IT Services staff have company provided mobile phones. The IT 

Services Department has a limited amount of air cards and Mobile Wi-Fi “JetPacks” devices 

available as “loaners”. Air cards from other areas in the company can be reassigned as necessary 

in the event of a disaster. These air cards can be used for employees to access the network if a 

disaster affects an office or site other than North Campus. Due to our relationship with Verizon, 

we can quickly get additional cellular data devices, such as air cards or MiFi devices shipped to 

us overnight. These devices can be ordered by contacting our Verizon Rep Jeff Musselman at 

jeffrey.musselman@verizonwireless.com, or using My Business Account Online for account 

management. Customer Care is available at 800-295-1614.  These devices could be used in any 

mailto:jeffrey.musselman@verizonwireless.com
https://mblogin.verizonwireless.com/account/business/signin?goto=https://mb.verizonwireless.com/mbt/secure/index?appName%3Dsmgmt&appGroup=VZW#/secure-messaging/landing-overview
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disaster where additional access to the internet is needed, and land-based internet is not 

available. 

Pathfinder’s public websites and intranet are hosted by remote third parties and are immune to 

a localized disaster, remaining available for disaster related communication.  MDD Hosting hosts 

all public sites. Microsoft hosts the intranet in Sharepoint Online services.  

Pathfinder’s email system is also remotely hosted in the Microsoft cloud through our Office 365 

subscription, making it a resilient communication channel that will be available in a disaster.  

Pathfinder subscribes to Dial My Calls for the ability to broadcast emergent communications to 

all staff and parents at Kids Kampus when necessary. Messages can go out as texts, emails, or 

phone calls. Human Resources maintains the staff contact list including their mobile phone 

numbers in that system. The Kids Kampus’ Director is responsible to assure that the parent 

contacts are maintained. Dial My Calls is a cloud-based service accessible from any internet 

connection and therefore immune to a local disaster. Attachment C provides details on use of 

the system. 

This plan and associated preparations will be reviewed and updated annually. 

In the event of a Disaster 
All disaster recovery operations and short-term decisions will be managed by the Chief Strategy 

Officer (CSO), with the IT Director acting as a backup. The CSO or IT Director will communicate 

with the CEO, and the entire senior and extended leadership teams, as necessary. Minor 

disasters will be managed by the CSO. In the event of a catastrophic disaster the CSO & 

President will collaborate to make the decision to officially declare a catastrophic disaster and 

begin the recovery process at which time the CSO or designee will activate the DR Service and 

restoration detailed in the DR Playbook (Attachment A).  

Communication 
ITS Staff will communicate by whichever means are functional and most convenient dependent 

on the situation. Communication devices available include: 

• Cell Phone Voice Calls 

• VOIP Voice Calls 

• Microsoft Teams messaging 

• Text Message/iMessage 

• Company E-mail 

• Personal E-mail 

• Dial My Calls broadcast 
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• Microsoft Office 365 Groups  

• Corporate Website 

• Any other means available in an Emergency, such as Skype or Instant Messaging or 

social media.  

Even in the event of a disaster, information security and privacy policies must be followed. 

Private information should not be communicated via a non-secure method. 

If a catastrophic disaster has been declared, the CSO will notify the extended leadership team. 

The preferred method of notification will be via Dial My Calls broadcast to all cell phones and 

email. A companywide broadcast in Microsoft Teams will also occur. Phone calls will be made to 

the senior leaders with more detailed information and instruction. Senior Leaders will follow up 

with the extended leaders under their supervision. An alert with a link to an internal Disaster 

Recovery website will be posted on the home page of Pathfinder’s public website and broadcast 

via text message and email to affected staff. The DR website will be a Microsoft SharePoint site 

created at the time of the disaster with plans published along with an internal newsfeed and 

ongoing discussion threads.  Only staff effected by the disaster or considered relevant to its 

management will be invited into the site. Both the public and internal DR websites are hosted 

far offsite via cloud service providers and will be immune to any local disasters.  

Restoration of Systems and Critical Data 
In the event of a catastrophic disaster, ITS staff will meet at the North Campus location if it is 

safe to enter the area. If it is not safe, ITS staff will meet at the State Street location. If the event 

includes the loss of the North Campus building, the State Street office will be the recovery 

location to begin rebuilding the data center. This is the most ideal situation due to having the 

server room already in place in that building. Electrical, Cooling, and internet connections are 

already in place. In the rare event that both North Campus and State Street are not usable the 

Wabash or Plymouth offices can be used, with additional accommodations for power, cooling, 

security, etc. needing to be made, which will result in a longer recovery time. 

A licensed electrician will be required to hookup our hardwired UPS device to power the servers 

and restore systems at a new restoration site.  The following are preferred electricians 

depending on the location of the restoration site: 

• Plymouth - Monty's 574-952-1127    

• Huntington -Young's Electric 260-356-6223      

• Wabash - Quality Electric 260-563-5772 

Prioritization of Restoration in Event of Disaster 
All systems have been prioritized by ITS and Senior Leadership based on a desired Recovery 

Point Objective and Recovery Time Objective. These objectives were determined according to 

business impact analysis. Full tiered list with RPO and RTO for each is attached in Attachment F: 
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Tier 1 Systems are the systems that are prioritized for a warm site DRaaS and should become 

operational with 1-4 hours.  

Payroll: Paylocity is our payroll vendor. If a disaster prevents the payroll staff from completing 

the payroll batches, Paylocity can pull the Import Payroll file for the last payroll and process that 

file to create an ACH file to send to the banks.  Alternatively, Paylocity can process a file based 

on auto paying everyone.  This way would only pay staff their rate times their default hours, no 

overtime would be included.  Payroll adjustments can be made after services are restored to our 

time keeping services in Provide.  

Disaster at a Branch Office 
In the event of a disaster that affects a branch office, but the data center is unaffected most 

operations can continue as normal. The following provisions and decisions will need to me made 

by the CSO in collaboration as needed with the CEO /President, and/or other Senior leaders over 

the affected location. 

• Salvage as much of the IT equipment as can safely be done and order replacement 

equipment as soon as possible. 

• Make provisions for staff to work from other locations such as: 

o Staffs’ own homes, 

o Other Pathfinder Locations, offices, group homes, etc., 

o Temporary space available in the community such as community centers or 

libraries. 

• Forward Phone calls to North Campus or some other number.  

• Once arrangements are made for a more permanent office space, IT Services will plan for a 

rebuild of IT Infrastructure, and Internet Connections. 
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Attachment A: DR Playbook 
The linked playbook serves as the recovery and testing procedure. Double click the image below 

to launch the playbook. 
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https://pathfinderservices.sharepoint.com/sites/ITServices2/Shared%20Documents/Risk%20Management/Disaster%20Recovery/DRaaS%204EOS/Pathfinder%20DR%20Playbook%202023-10.pdf
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Attachment B: Failover of Phone Lines  
We utilize Granite Communications for our Phone service provider and rely on measures they 

have put into place to make themselves resilient. See attached below for their steps taken. 
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Attachment C: Message Broadcasting 
Follow these steps to broadcast a message via text or phone and email using DialMyCalls.com 

Go to: www.dialmycalls.com and log in using the shared credentials in Last Pass.  

This service is prepaid, and you bank credits ahead of time or buy at time of broadcast.  

1. Click on the Create Broadcast button on the Account overview page.  

2. Select the type of service from Call or Text. Both will give the option to include an email 

when you send the message.  

3. Follow the on-screen instructions that are presented to create your message or select 

one that was previously recorded. You should be able to type in the message or call a 

number and record your voice over the phone.  

4. After the message is created, choose your contacts targeted for the broadcast. You can 

select one or more groups from among the Contacts Groups tab.  

5. Follow instructions to select some additional settings like: email this message to my 

contacts to, or what caller ID to display and when to actually broadcast the message (i.e 

now or at a scheduled later time).  

6. Confirm Broadcast settings, preview it and then click send broadcast now if it’s 

satisfactory.  

http://www.dialmycalls.com/
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Attachment D: Web Site Communication Procedure 
1. Notify Pathfinder’s Digital Media Manager of situation and provide details for alert to be 

posted on Pathfinder Services.org or another appropriate web page. 

2. Log into Office 365 via Admin account and create an Office 365 group * 

a. Name the group appropriately, example: Huntington Disaster Recovery 

b. Invite all effected and critical users and groups into the group. 

i. Assign Owner status to CSO and any other users he delegates ownership 

responsibility to. User creating the group will automatically be an 

owner. 

ii. Assign Member status to all other users.  

iii. Invitations will go out via email to all invited user’s Pathfinder email 

accounts with instruction on how to access and participate in the group. 

c. Create and appropriately name channels according to the needs of the disaster 

response. Channels automatically create discussion threads by topic as well as a 

file structure for shared documentation that may need to be made available. 

d. Create and maintain NewsFeed on group website. 

e. Send link to the mobile app for Group to all essential and effected users. 

*Instructions for Office 365 group creation, management and participation are provided via easy 

to follow onscreen step by step guides once the process for creation or acceptance of invitation 

is initiated by the user. Current, detailed instructions from Microsoft can be found at the site 

below: 

 https://support.office.com/en-us/article/Learn-about-Office-365-groups-b565caa1-5c40-40ef-

9915-60fdb2d97fa2?appver=MOE150 

 

 

https://support.office.com/en-us/article/Learn-about-Office-365-groups-b565caa1-5c40-40ef-9915-60fdb2d97fa2?appver=MOE150
https://support.office.com/en-us/article/Learn-about-Office-365-groups-b565caa1-5c40-40ef-9915-60fdb2d97fa2?appver=MOE150


Disaster Recovery Information Systems   Page 12 of 19 

 

 

 

Attachment E: Bitwarden  
Log into Bitwarden account using an existing browser extension.  If one doesn’t exist on the 

browser being used, go to www.bitwarden.com and download and install the free extension and 

then log into team account using your individual user account. Only ITS Staff can access this and 

they each have their own individual user account. Nothing else needs to be published here.  
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Attachment F:  IT Disaster Recovery Contacts  

ITS Personnel 
Name Company Position Priority Address Phone Email 

Chris Kauffman 

 

Pathfinder CSO Primary Contact 2824 Theater 

Ave 

Huntington, IN 

46750 

Office 

260-356-1804 

Cell 

260-359-3736 

ckauffman@pathfinderservices.org 

 

Josh Goss Pathfinder IT Director Primary Contact 2824 Theater 

Ave 

Huntington, IN 

46750 

Office 

260-355-2547 

Cell 

260-224-9606 

jgoss@pathfinderservices.org 

 

Jim Powers Pathfinder System Admin Primary  

Contact 

2824 Theater 

Ave 

Huntington, IN 

46750 

Office 

260-355-2548 

Cell 

260-359-2214 

jpowers@pathfinderservices.org 

 

Anton 

Talamentes 

4EOS Relationship 

Manager/VCIO 

Primary Contact 9809 Dawsons 

Creek Blvd, 

Fort Wayne, IN 

46825 

Office  

260 490-7740 

Cell 

260 452-7615 

atalamantes@4eos.com 

 

 

Brad Thompson 4EOS Data Center Engineer Primary Contact 9809 Dawsons 

Creek Blvd, 

Fort Wayne, IN 

46825 

Office 

260-490-7740 

Cell 

260-449-0381 

bthompson@4eos.com 

 

Derek Felger 4EOS Network Engineer Secondary 

Contact 

9809 Dawsons 

Creek Blvd, 

Fort Wayne, IN 

46825 

Office 

260 490-7740 

Cell 260 440-0132 

 

dfelger@4eos.com 

 

mailto:ckauffman@pathfinderservices.org
mailto:jgoss@pathfinderservices.org
mailto:jpowers@pathfinderservices.org
mailto:atalamantes@4eos.com
mailto:bthompson@4eos.com
mailto:dfelger@4eos.com
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Jeremy Holle 4EOS Interim CEO Secondary 

Contact 

9809 Dawsons 

Creek Blvd, 

Fort Wayne, IN 

46825 

Office 

260 490-7740 

Cell 

260 804-4367 

jholle@4eos.com 

 

 

Emergency Contact Information 
Pathfinder 

Location 
Critical Supplier 

Contact 

Name 

Contact 

Number 

All Police NA 911 

All Fire NA 911 

Huntington Power Company Heartland REMC 260-758-3155 

Huntington 
Gas 

Company 
Vectren 1-800-227-1376 

Huntington 
Telephone 

Provider 
Granite Communications 1-866-847-5500 

All 
Primary ISP 

Provider 
Metronet 1-844-684-0215 

All 
Alternate ISP 

Provider 
Comcast 1-800-391-3000 

All Fire and Security Service Koorsen Fire and Security 260-483-7557 

All 
Insurance 

Company 
Assured Partners of Indiana, Christine Lang 

(317) 595-7360  

christine.lang@assuredpartners.com 

mailto:jholle@4eos.com
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Attachment G: Tiered Software List for Restoration  
Recovery Point Objective (RPO) is the amount of work that is available for restoration in units of time.  

Recovery Time Objective (RTO) is the amount of time that is desired to have a system recovered and back up and running after a disaster. 

• All critical and high importance apps have a 24-hour recovery point objective and a 24-hour recovery time objective. 

• All medium importance apps have a 36 plus hour RPO and RTO 

• All low importance apps can be recovered as soon as possible after the other applications. 

On Premises = Pathfinder Data Center.   

SaaS = Software as a Service where data or system is hosted on vendors servers. 

All applications and servers are documented in more detail and shared with 4EOS in IT Glue. Click here to link to that site. Each 4EOS and 

Pathfinder IT user has an account. Below is the abbreviated list of business applications ranked for recovery.  

  

Name Type Service Location Importance  Business Impact Application 
Champions  

App4.Pro Planner Manager Business 
Intelligence 

Cloud Low  CSO, IT Director  Josh Goss  

Dial My Calls Communications Cloud High Corporate Wide  Chris Kauffman  

ClassDojo Communications Cloud Low Early Learning Center Jenna Wilkinson 

Unifi Cloud Controller Communications Cloud Medium IT's Management of 
WAPs 

 Sam King  

Child Plus CRM Cloud Critical Early Learning Center Jenna Wilkinson 

Salesforce CRM Cloud Critical Homeownership 
Center 

Amy Lochner, Jeff 
Teusch  

https://app.myglue.com/3159438/assets/108842-applications/records?force_index=1
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Bloomerang CRM Cloud Critical Marketing and 
Development Staff 

Orion McCormack 

BytePro Online Database Cloud High HOC Jeff Teusch, Sam King  

Stripe E-Commerce Cloud Critical  Homeownership 
Center, Marketing, 
Accounting  

 Aleks Shcherbakov, 
Jeff Teusch  

iCaremanager ERP Cloud Critical All disabilities services  Kelley Miller  

Procare ERP Cloud Critical Early Learning Center Jenna Wilkinson 

Financial Edge NXT Finance Cloud Critical Accounting  Michelle Banks  

QuickBooks Online Finance Cloud High Accounting  Michelle Banks  

Concur Expense Management 
System 

Finance Cloud High All hourly employees  Joy Meyer, Michelle 
Banks  

PaperSave Cloud for Financial 
Edge 

Finance Cloud Medium Accounting  Michelle Banks  

Paylocity Human Resources Cloud Critical HR & Payroll; all users  Jessica Osborne, 
Rachel Zahm  

Relias Human Resources Cloud Medium All users  Rachel Zahm  

Adobe Creative Cloud Marketing Cloud Medium Marketing staff Aleks Shcherbakov  

Virtual Keypad (Koorsen) Other Cloud High Access and Alarm 
controls for Physical 
Security 

 Amanda Randel  

Teaching Strategies Gold Other Cloud High Early Learning Center Jenna Wilkinson 

Know Be 4 Other Cloud Low All users  Chris Kauffman, Sam 
King  

Bitwarden Other Cloud Medium  IT, Marketing, 
Accounting  

 Sam King  



Disaster Recovery Information Systems   Page 17 of 19 

 

 

 

 Office 365 (Word, Power 
Point, Excel, Outlook, 
Sharepoint, Teams, etc.)  

Productivity Cloud Critical All users  Sam King  

Dynamics Field Services Productivity Cloud High Maintenance 
Department 

Amanda Randel, Jim 
Powers  

Adobe DC Pro Productivity Cloud Low  HomeOwnership 
Center, FOC, 
Accounting and misc 
admin staff  

 Sam King  

AccelTrax CRM On-premises Critical All hourly employees 
use it for time keeping 
for payroll. DSPs use it 
for client 
documentation. 

 Jim Powers  

Provide HT CRM On-premises Critical Community Supports 
programs 

 Jim Powers  

Power Plan Web Finance On-premises Medium Budget management 
unavailable 

 Michelle Banks, Sam 
King  

Sage Employee Self Service Human Resources On-premises Low All users  Jessica Osborne  

Postage Saver Other On-premises Low Administrative 
Assistant 

 Jennifer Jagger, Jim 
Powers  

Intact Productivity On-premises Low  Accounting, HR, 
Homeownership 
Center  

 Sam King  

Faxcore Productivity On-premises Low All fax users  Josh Goss, Sam King  
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Attachment H: Maintenance & Test Schedule  
Task  Time Frame Responsible Date of 

Last1  

Date 

Validated 

Validated 

By 

Comments 

UPS Test Weekly Saturdays IT Director 3/4/23 3/6/23 J. Goss  

Generator 

Test 

Weekly on Friday IT Director 9/29/23 9/29/23 

 

J. Goss  

Generator 

Maintenance 

Annually IT Director 10/25/23 10/25/23 J. Goss Performed 

by Evapar 

Generator 

Battery 

Replacement 

Every three years IT Director 10/25/23 10/25/23 J. Goss Handled by 

Evapar 

Test 

recovery of 

Data 

Center/Data 

Semi-annually IT Director & 4 EOS 3/3/23 3/3/23 J. Goss DR Test 

Completed 

successfully, 

found a few 

issues that 

are to be 

remediated. 

DR Plan 

review and 

Update 

Annually CSO & IT Director 06/06/23 06/06/23 J. Goss  

 

 

1 Date of Last is the date this task was last completed. If its an automated on going task, i.e daily backups or weekly generator tests, this refers to the date last 

confirmed at time of plan review.  
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NETWORK SECURITY POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 
 

1. Policy Overview 

Pathfinder protects its network from internal and external security threats. 
 

2. Information System Activity Review  

Mechanisms are implemented to record and examine systems and applications which store, process, 

transmit, or receive private information. The IT Director ensures that information system activity is 

secure, retained, and reviewed on a regular basis, such as audit logs, log-in attempts, access reports, and 

security incident tracking reports for suspicious activity.  

 

3. Virus Detection and Protection 

Anti-virus software is installed on all workstations and configured to update automatically. Automatic 

notifications are sent to IT services, where appropriate investigations are conducted. Workforce 

members may not disable any anti-virus programs on devices that are approved for use by Pathfinder 

Any malicious software identified or suspected must be immediately reported to the IT Director. 

 

The IT Director ensures that periodic inspections are conducted of the system to ensure all virus 

protection and filtering software are functioning appropriately. 

 

4. Security and Hardening Standards 

Firewalls, switches, routers, and wireless access points are in place where necessary to ensure that 

network devices are secure and private information is isolated. Intrusion detection and/or prevention 

systems are employed in all sensitive network zones. These systems are configured to generate active 

alerts to IT services. Configuration standards are followed when setting up or servicing these devices. 

Changes to configurations follow the Change Management Policy and related procedures. 

 

5. Patch Management 

All Pathfinder computing resources are kept up to date with the latest vendor-supplied security patches. 

Guidelines are in place for ensuring computer resources such as applications, databases, and network 

devices are patched on a timely basis. The IT Director ensure that these systems are monitored for 

missing and available patches. 

 

6. Referenced Standards 

PCI: 1.1, 1.2, 1.3, 1.4, 1.5, 2.2, 5.1, 5.2, 5.3, 5.4, 6.2, 10.1, 10.2, 10.3, 10.5, 10.6, 10.7, 10.9, 11.4, 11.6 

HIPAA: R- §164.306(b), R- §164.308(a), R- §164.308(a)(1)(ii)(D), A- §164.308(a)(5)(ii)(B), A- 

§164.308(a)(5)(ii)(C), R- §164.310(b), R- §164.312(b), R- §164.312(c)(1), A- §164.312(c)(2), A- 

§164.312(e)(2)(i) 

GLBA: Safeguards Rule 
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1. Policy Overview 

This establishes Pathfinder’s policy for securely handling sensitive credit/debit cardholder data 

including but not limited to magnetic strip data, Primary Account Numbers (PAN’s), expiration 

date, and service code. This policy is intended to prevent data theft, destruction or compromise 

of confidential cardholder information.  

    

2. Scope  

This policy applies to all Pathfinder employees and systems used in the scope of processing 

payment card transactions. All such employees and systems are to be identified as In Scope.   

  

3. Employee Access and Responsibility    

Only employees designated by Pathfinder management will be authorized to conduct payment 

card transactions or handle cardholder data. It is the responsibility of every such employee to 

protect customer cardholder information from unauthorized access, modification, duplication, 

destruction, or disclosure. All In-Scope employees must complete PCI specific Security 

Awareness Training before handling transactions and annually thereafter and follow all 

prescribed security and privacy practices. Pathfinder’s IT Director is responsible for security 

policy and oversight of control implementation.   

All payment card transactions may only be processed using company provided technology and 

procedures including point of sale (POS) devices, applications or websites and follow prescribed 

security practices. Never leave the device, application, or website session in the middle of a 

transaction.   

4. Passwords   

Employees using approved POS devices, applications or websites must have unique passwords 

that meet Pathfinder’s password requirements. Passwords should never be written down, 

always kept confidential, and never sent through any type of written communication.    

5. Cardholder Data Retention and Security  

Strict control is to be maintained over the storage, accessibility and internal or external 

distribution of any kind of media that contains cardholder data. Data will only be retained in the 

minimum amount and for the minimum periods required for legal, regulatory or business 

purposes, generally described below.   

• No cardholder data will ever be stored electronically.  

• Strong cryptography and security protocols, such as SSL, TLS or IPSEC, are to be used to 

safeguard sensitive cardholder data during transmission over open, public networks.  

• Wireless devices must be set up securely by establishing secure accounts/passwords, 

disabling SSID broadcasts, and using the highest available encryption for the device.  
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• All sending of unencrypted Primary Account Numbers (PAN) by end-user messaging 

technologies (i.e., email, instant messaging, and chat) is strictly prohibited.   

• PANs must be truncated to the last four digits on paper cardholder receipts.  

• The 3-4 digit authorization code on the back of the card must not be permanently recorded 

and any record of it should be blacked out or destroyed immediately after the transaction.   

• Any written PAN temporarily noted while assisting a cardholder must be immediately 

destroyed after the transaction.   

• All paper receipts must be stored in a locked drawer or other secure physical storage until 

moved to a locked storage area at the end of each fiscal year where they remain with the 

cash logs for a period of 7 years, after which period they are destroyed.   

• Paper receipts are to be shredded, incinerated, or pulped so that cardholder data cannot be 

reconstructed. Electronic media must be physically destroyed, degaussed or reformatted.   

• No employee is to have access to paper receipts without prior written permission of 

management.   

6. Incident Response   

Immediately report any suspected theft, loss or other breach of cardholder data of any kind to 

the supervisor and Information Security Officer (IT Director) per the Incident Response Plan 
and email details of suspected incident to itservices@pathfinderservices.org with subject: 

Urgent –Suspected Security Event. 

It is extremely important that all employees adhere to every aspect of this policy. Violation of 

these guidelines may result in disciplinary action, which could include termination of 

employment. Theft of cardholder data is punishable by law.    

7. Device, Application and Vendor Requirements   

All vendors providing any service or technology in the processing of payment cards must have a 

current contract that insists they are PCI compliant and understand their responsibilities for 

safeguarding cardholder data. Such compliance must be evidenced by an official PCI Security 

Council Attestation of Compliance (AoC) or other third-party proof. Each vendor’s AoC must be 

collected and reviewed for continued compliance annually.  

All contracts and in scope devices, applications and payment card processors must be approved 

by Pathfinder’s Chief Information Officer prior to use. All vendor contracts must be logged in 

our digital legal file. A list of each vendor service with its described use must also be 

maintained.   

No unauthorized equipment can be joined to the Pathfinder network or used in the processing 

of payment card transactions. This includes, but is not limited to POS devices, applications, web 

sites, modems, computers, or wireless devices. All in scope devices must be inventoried and 

https://pathfinderservices.sharepoint.com/:b:/g/Ef6y4idFvBBGnwGkWTaemhMBVXcoBuJtX3WkCe75Y2-hBw?e=qvQfcK
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periodically inspected for tampering or substitution. Inventory must remain current and include 

make and model, location, serial number, or other unique identification.   

8. Referenced Standards 

PCI DSS: 2.3, 3.1, 3.2, 3.3, 3.4, 3.5, 3.7, 4.1, 4.2, 4.3, 7.1, 7.3, 8.1, 8.2, 8.4, 8.5, 8.6, 8.8, 9.1, 9.2, 

9.3, 9.4, 9.5, 9.6, 9.7. 9.8, 9.9, 9.10 

GLBA: Safeguards Rule 

HIPAA: A-§164.530(c), R-§164.308(a)(3)(i), A-§164.308(a)(5)(ii)(D), A-§164.512(i)(2), R-

§164.312(c)(1) 
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PHYSICAL SECURITY POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 
 

1. Policy Overview 

Pathfinder has an important responsibility to protect our people, workplaces, and the confidentiality of 

private information and the continuity of our business. This policy outlines the basic security and 

protection measures that shall be implemented at every Pathfinder location, with the exception of 

residential settings managed by Pathfinder, which have their own Physical Security practices appropriate 

for a typical residence. 

 

2. Training 

Employees will receive training regarding this policy and employee responsibilities during the new hire 

training process and periodically thereafter as deemed necessary. 

 

3. Facility Access Policy 

Doors equipped with card readers or other electronic access control security systems require each 
person authorized to enter the location to have a valid access badge or fob. Employees are always to 
visibly display their badge while on premises. Employees must make sure that no unauthorized persons, 
i.e., anyone without a Pathfinder ID card, follow them through the building’s entrance doors. While the 
card reader system used at the entrance doors is an effective control device, it cannot prevent entry to 
unauthorized persons following employees through the doors while they are open - “tailgating." 
Instances of unauthorized entry are to be reported immediately to the front desk 
 

Unescorted access within Pathfinder buildings, facilities, and offices is restricted to employees, 

approved contract staff, authorized service providers who are permanently assigned to work at the 

facility, and those service providers or vendors who regularly provide service at the facility. Scheduled 

visitors, who are properly registered to enter a facility and assigned to an employee host may walk the 

general access areas within reason (e.g. to visit a rest room or take a cell phone break from a business 

meeting).  

 

• Each door, entrance, and exit that provides exterior access to a building or office space from the 

outside or from shared or common tenant spaces must be physically controlled to prevent 

unauthorized access. 

• Emergency exits must always remain closed. Emergency exits are not to be used for 

nonemergency exiting or entrance to the building. 

• Secured entrances and doors equipped with access control devices, such as manual locks or 

electronic card readers, should never be propped or left open. 

• All keys or security badges that have been issued or assigned must be immediately surrendered 

to management or security staff when asked or be returned upon transfer or termination of 

employment.  

• The loss of any key or badge, or suspected compromise of any lock code must be promptly 

reported.  



  PATHFINDER 
POLICY  

  
Owner: IT Services   
Subject: Physical Security  
Revision Date: April 14, 2023  
 
 

PHYSICAL SECURITY POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  2 
 

• IT Services must be immediately notified any time an employee goes on any type of Leave of 

Absence, has resigned employment, or has been terminated so that his or her access can be 

either suspended or cancelled. 

• Network jacks that are in public areas and areas accessible to visitors should be disabled and 

only enabled when network access is authorized by the IT Director. 

 

4. Visitor Access 

Any person that is not an employee, contractor, consultant, or other service provider permanently 

assigned to work at the business location (guests and visitors) entering a Pathfinder facility must sign in 

to ensure that a record of the visit is established. A Visitor Log is used to record all visitors. All visitors 

must be assigned a badge to wear during the visit and must return the badge before leaving the facility. 

 

Unless on official company business, guests and visitors are limited to non-restricted and non-hazardous 
areas of the facility. In those rare instances where a visitor is to be shown or taken into a secure or 
restricted area, the guest must be escorted by a Pathfinder employee, the identity of each guest 
confirmed, and appropriate precautions taken to safeguard information assets. 
 

5. Server Room/IT Equipment Room Access 

• Access to server rooms and IT equipment rooms are restricted to only those whose job 

responsibilities require that they maintain the equipment or infrastructure of the room. 

• Server rooms and IT equipment rooms do not double as office space or storage space or serve 

any other shared purpose. 

• Doors to server rooms and IT equipment rooms are fireproof and secured with deadbolt type 

locks that can’t be easily picked. 

• Access to server rooms and IT equipment rooms is controlled by a strong authentication 

method, such as an electronic combination lock or badge reader. 

• Server rooms and IT equipment rooms should not have windows through which a person could 

gain access. If there are windows, they should be bulletproof/shatterproof, and/or protected by 

metal grates to prevent access if broken. 

 

6. Maintenance 

Pathfinder will retain records to document and manage repairs and modifications to the physical 

security components of the facility related to security controls. This includes maintenance records 

relating to hardware, walls, doors, locks, and security alarms. 

 

7. Referenced Standards 

PCI DSS: 9.1, 9.2, 9.3, 9.4, 9.5, 9.10 

HIPAA: R-§164.310(a)(1), A-§164.310(a)(2)(ii), A-§164.310(a)(2)(iii), A-§164.310(a)(2)(iv) 

GLBA: Safeguards Rule 
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SANCTIONS POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 
 

1. Policy Overview 

Appropriate sanctions will be applied against workforce members or third-parties who fail to comply 
with Pathfinder’s Written Information Security Program, General Health Information Privacy Policy, or 
any underlying policies. 
 

2. Reporting Requirements  
All workforce members are responsible for promptly reporting to their immediate supervisor any known 
or suspected action or practice that is inconsistent with Pathfinder Services, Inc.’s Privacy and 
Information Security Program or any underlying policies, including any breach of confidentiality or 
privacy. The supervisor must report the event to the Privacy Officer (Chief Strategy Officer) or the 
Information Security Officer (IT Director). 
 
If the supervisor is not deemed to be the appropriate contact, or if the supervisor fails to respond 
appropriately, then reports may be made to Pathfinder Services, Inc.’s Compliance Officer who will 
maintain confidentiality, at 1-260-200-1271, email at cco@pathfinderservices.org, or by US Postal Mail 
to: 
 

Corporate Compliance Officer, Pathfinder 
PO Box 1001 

Huntington, IN 46750 
 

Individuals who accidentally violate any policy are expected to immediately self-report the incident. 
Failure to report a known or suspected breach will result in appropriate disciplinary action. Reporting of 
a potential breach out of malice will also result in appropriate disciplinary action. 
 
3. Investigation 
The Privacy Officer is responsible for investigating and evaluating the specific facts and circumstances of 
each incident to determine if a violation has occurred. In the event the incident involves private 
information or any Pathfinder electronic systems, the Information Security Officer will assist the Privacy 
Officer in investigating the matter. The Privacy Officer will consult with members of management and 
legal counsel as necessary.  
 
4. Corrective and Disciplinary Action 
Pathfinder will take appropriate corrective and disciplinary action against members of its workforce who 
fail to comply with its Written Information Security Program. Action taken may include additional 
training, the disabling of access to Pathfinder information systems, suspension, or any other action 
Pathfinder deems appropriate, up to and including termination. Pathfinder will report incidents 
involving the improper use or disclosure of private information to authorities as required by law. 
Violators may also be subject to legal penalties. All documentation relating to a report will be retained 
by the Privacy Officer and Human Resources. 
 
5. Referenced Standards 

mailto:cco@pathfinderservices.org
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HIPAA: R-§164.308(a)(1)(ii)(C), R-§164.530(d), R-§164.530(e), R-§164.530(g), R-§164.530(h) 
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SECURITY AND PRIVACY AWARENESS TRAINING POLICY
   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 
 

1. Policy Overview 

Security and privacy awareness training provides an overview of information security and privacy 
guidelines for Pathfinder employees, contractors, temporary staff, and others who access, use, transmit 
and/or process private information. Properly educating users aids in protecting the confidentiality and 
integrity of Pathfinder systems and information by helping to ensure users have a solid understanding of 
company security and privacy policies, procedures, and best practices. Content is designed to help 
employees fulfill their security and privacy responsibilities. 
 

2. New Hire Training   
Each workforce member whose job responsibilities involve accessing, using, disclosing, or requesting 
private information will receive privacy and security awareness training. The Human Resources 
department schedules privacy and security training for each new hire. New hires are required to 
complete this training within two weeks of being provided access to Pathfinder systems containing 
private health information. The IT Director, in consultation with the workforce member's supervisor, are 
responsible for determining the training content necessary and appropriate for the trainee to carry out 
their job responsibilities and functions. 
 
 Pathfinder will document and provide evidence of the completion of training and ensure it is retained 
for six (6) years where Pathfinder can access it. 
 
3. Refresher Training 
All workforce members will receive privacy and security refresher training annually or as otherwise 
appropriate. When Pathfinder makes a material change in policies or procedures, Pathfinder will provide 
additional training for those workforce members affected by the change within a reasonable time.  
 
 Pathfinder will document and provide evidence of the completion of training and ensure it is retained 
for six (6) years where Pathfinder can access it. 
4. Security Reminders 
Workforce members will be notified of periodic updates or changes in security policies and procedures 
via e-mail updates, posters, or during staff meetings. 
 
5. Referenced Standards 

PCI DSS: 9.9, 12.6 

HIPAA: R-§164.530(b), R-§164.308(a)(5)(i), A-§164.308(a)(5)(ii)(A), A-§164.308(a)(5)(ii)(D), R-§164.530(b) 

GLBA: Safeguards Rule 
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1. Policy Overview 

During the course of business, there may be instances when a process or technology must be 

implemented in a manner that may not comply with Pathfinder policy because compliance is either 

impractical or not possible. All reasonable efforts must be made to comply with all applicable regulatory 

requirements. Security Exception requests are only to be pursued as a last resort. 

 

2. Request and Approval Process 

The Pathfinder employee who is requesting the exception will be deemed the owner of the exception. 

The Owner must contact the IT Director to submit the exception request. The IT Director will hold 

discussions to obtain the following information:  

 

• System or application impacted 

• Policy to which the exception relates 

• Business justification for the exception, including consequences if exception is not approved 

• Compensating controls in place  

• Is this a permanent or temporary exception; if temporary, the remediation timeline 

• What processes/tasks/business areas the exception will affect 

 

The IT Director will evaluate the risk for each requested security exception. Four factors are considered 

in each exception review: 

 

• The impact of potential losses (financial, regulatory, information technology, data)  

• The probability of a threat occurring 

• Compensating controls  

• Regulations or compliance requirements affected 

 

 

After reviewing this information and holding any additional information gathering meetings/discussions 

with the requestor, IT services, or other relevant parties, the CSO determines if the security exception 

can be approved, or if other alternatives must be found, and documents this decision within the IT Risk 

Assessment. 

 

Granting of a security exception does not imply that the CSO or IT services is assuming the risk for a 

requested exception. Approval of a security exception means that the CSO and IT services will allow the 

business area requesting the exception to assume the risk to their system(s). 

 

3. Security Exception Durations 

Security exceptions may be granted for a maximum of 12 months. The IT Director will monitor the 

expiration dates for approved security exceptions. When an exception is up for expiration, the IT 
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Director will contact the requestor to obtain the following updated information: 

 

• Compensating controls, including effectiveness 

• System or application impacted 

• Is this a permanent or temporary exception; if temporary, the remediation timeline 

• What processes/tasks/business areas the exception will affect 

 

The IT Director will follow the Request and Approval Process to ensure the security exception remains 

appropriate. If IT Director approval is obtained, the IT Director will update the expiration date for the 

exception. 

 

4. Referenced Standards 

PCI DSS: 12.1 

HIPAA: R - §164.316(b)(1) 

GLBA: Safeguards Rule 
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USER IDENTIFICATION (User ID) POLICY   
Any exceptions to this policy must be authorized and conform to the Security Exceptions Policy.  1 
 

1. Overview 

The ability to access a Pathfinder computer system requires the use of a User Identification Account, 

also known as a User ID. A User ID is a unique string of letters or characters that is used for identification 

purposes during the log-on process to a computer system or software application. The User ID is used to 

help determine whether a person is authorized to access a specific computer, application, database 

record or file. Various audit records exist that record the User ID information so that the person who 

accessed a computer or performed an action may be later identified if necessary. 

 

The IT Director is responsible for determining the format for User IDs that will be created, issued, and 

used to access computer systems and applications. Format must meet applicable compliancy standards 

and industry best practices 

 

2. General Requirements 

The following requirements exist for all personal User IDs: 

• All users will be assigned a unique personal User ID that allows access to the computer systems 

and applications that they have been authorized to use.  

• Whenever possible, a user will only be assigned a single User ID that is common to all computer 

systems and applications requiring a log-on. Some users may be required to have more than one 

personal User ID for security reasons or because of incompatibilities between computer 

operating systems. The number of users requiring multiple User IDs will be kept to a minimum 

as will the number of User IDs assigned to any one person. 

• The specific level of access granted to a user for any system, application or information resource 

should be approved by the user’s management and if applicable, the IT Director. This access will 

be commensurate with the duties and job responsibilities of the individual needing access. 

• The individual to whom a User ID has been assigned will be accountable for any use of the User 

ID. 

• All User IDs that are assigned to clients, consultants, contractors, temporary staff, and other 

non-employees will only be authorized to access computer systems for a period of 120 days 

from the date of issue unless a longer activation period has been specified by the requesting 

manager. Regardless of the contract length or business relationship, all non-employee User IDs 

will be set to automatically expire annually and will require validation and re-verification by 

management. 

• All User IDs assigned to a person who has left the organization will be immediately disabled and 

staged for deletion from all computer systems. User IDs will not be kept or maintained on the 

systems for the purpose of allowing others to use the User ID or access files, datasets, jobs, 

objects, or other resources associated with the User ID. All resources associated with a disabled 

User ID should be transferred to a new owner if the resources are needed. 

• Employees who are placed on Leave of Absence (LOA) must have their personal User IDs 

disabled on core security authentication systems and mechanisms to prevent unauthorized use. 
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•  

 

3. Privileged Users 

The following additional requirements exist for all User IDs that grant privileged access, which is defined 

as platform-, system-, or administrative-level access that allows the use of system control programs or 

features, ability to configure functional parameters for a system or application or other special purpose 

functionality. 

 

• Access to privileged functions is based upon the user’s job function and responsibilities. 

• All users who require privileged access must be approved by the user’s management and 

authorized by the IT Director. 

• Users who are granted privileged access are assigned an additional User ID, which is different 

from the User ID they use for normal business purposes. 

• Users who have been granted privileged access must be revalidated on a regular basis by their 

management to ensure the privileged access is still required.  

 

4. Referenced Standards 

PCI DSS: 8.1 

HIPAA: R-§164.312(a)(2)(i) 

GLBA: Safeguards Rule 
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Outlines the process and procedure for using electronic signatures. 
 
Summary 
Secure procedures shall be used to assure that an electronic signature on a client or employee 
electronic record verifies that the information or any changes in this documentation is attributable to 
the employee and an act of the employee. All of these records shall be contained in a secure 
computer database. In order to create or modify a record in this database an employee must 
authenticate to the database. This is done via a logon process where the employee provides his/her 
name and password. Therefore, any record that contains the employee’s name is assured to have 
been created or modified by that employee. 
 
Process 
When a Pathfinder Services, Inc. employee electronically documents client service or employee 
information, the employee’s signature is automatically computed based upon the employee’s ID. ID 
files allow the creation of verifiable digital signatures on documents. These signatures assure readers 
of the identity of the document author.  
 
When an employee documents a client service or employee information, a digital signature, which is 
a unique block of text verifying the employee’s identity, is placed on this entry. The private key in a 
user ID file will generate this signature.  
 
Every employee who possesses an electronic ID shall maintain a secure, unique and private 
electronic password for this ID. 
 
Technical Description of the Authentication Process 
The employee ID authenticates the employee and contains all the information needed for an 
employee to be securely identified to the Pathfinder Services, Inc. database server(s). This ID 
includes the employee name, password, and appropriate server certificates. Before connecting to the 
server, the employee must enter his/her individual password correctly. Then, to establish a 
connection with the server, all certificates stored in the ID are sent to the server. The server validates 
the certificates stored in the ID (private key) with the corresponding certificates in the Server Directory 
(public key) and assures that the employee is valid, otherwise access is denied. After the employee is 
validated (that is, the certificates are trusted), the authentication process proves that the employee 
really is who the employee claims to be by establishing a challenge/response dialog between the 
computer workstation and server.  
 
DEFINITIONS 
Electronic means relating to technology having electrical, digital, magnetic, wireless, optical, 
electromagnetic, or similar capabilities. 
 
Electronic signature means a digital symbol that is associated with an electronic record that is used 
with the intent to sign the record. 



 

 

 
Employee ID is a unique binary file that identifies a legal Lotus Notes Domino server and Lotus Notes 
user. IDs are created at the time of employee database registration. An ID file contains the name of 
its owner and a public key, a private key and at least one certificate from a certifier ID. Each ID has a 
unique public key used for server authentication and mail encryption. The public key is stored in an ID 
file and in the Person or Server document for that ID in the Public Address Book. Notes client ID files 
contain a private key that is mathematically related to the public key stored in the Public Address 
Book. Information encrypted with one key can be decrypted with the other. 
 
Certificate is an electronic stamp added to a user ID or server ID. This stamp is generated using the 
private key of a certifier ID that verifies that the name of the owner of the ID is correctly associated 
with a specific public key. 
 
Client is an individual receiving a service provided by a Pathfinder Services employee. 
 
Electronic Employee Information or Documentation is any electronic document that requires a digital 
signature, such as a Time Sheet, Performance Evaluation, or Request for Absence to validate the 
employee’s identity. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 


	Opportunity Enterprises EMERGENCY OPERATIONS PLAN
	Emergency Operations Plan

	Corvilla Attachment D 2.3.10A-Emergency Preparedness
	Goodwill Emergency Preparedness
	Logan Emergency Prepardness Plan_compressed
	(503) Disaster and Fire Evacuation Procedures
	Acceptable Use Policy (1)
	Access Control Policy
	Change Management Policy
	Contingency Planning Policy
	Data Classification Policy
	Data Management Policy
	Electronic Signature Policy
	Encryption Policy
	Incident Response and Breach Policy
	Incident Response Plan
	Information Risk Management Policy
	IT Disaster Recovery Plan
	Network Security Policy
	Payment Card Security Policy
	Physical Security Policy
	Sanctions Policy
	Security and Privacy Awareness Training Policy
	Security Exception Policy
	User Identification Policy
	Using Electronic Signatures

